irz.net 3NEKTPOHUKA

Uctopusa usmeHenunii MO gna poytepos:

¢ iRZ RO (RLO1, RLO1w, RUO1, RUO1w)

iRZ R2 (RU21, RL21, RU21w, RL21w, RU22w, RL22w, RL21Il, RL21Iw, RL24w, RL25w, RL26w,
RL27, RL27w)

iRZ R50 (R50-L4.WAN, R50-L2.WAnN, R50-A4.WAnN, R50-A2.WAn)

iRZ R10 (R10, R11)

MocnegHne Bepcun MO gocTynHbl Ha cainTe www.radiofid.ru
Bepcusa ot 27.05.2024

M3meHeHuns ansa Bepcuii:
¢ R10 — R10-v20.9.1(2024-05-27).bin
NcnpaBneHo:

¢ CORE: YcTpaHeHbl ownbkn 1 ynyulieHa ctabunibHOCTb B pabote poyTepos cepun R10
Bepcusa ot 22.03.2024

N3meHeHus ansa Bepcuii:

¢ RO — R0-v20.9(2024-03-22).bin

¢ R2 — R2-v20.9(2024-03-22).bin

¢ R50 — R50-v20.9(2024-03-22).bin

¢ R10 — R10-v20.9(2024-03-22).bin

Jo6aBneHo:

« CORE, WEBIF: jo6aBneHa nogaepxka poytepoB R11 (cepusa R10)

¢ CORE: O6HoBMeHbI WwWabnoHbl Zabbix. Job6aeneHs! entrypoint Ans rx/tx

e CORE: Ana SNMP pgo6asneHbl OID gns rx/tx. 3tn OID Takke gobasneHsl B MIB
¢ CORE: Ans coToBbix Mogyneir SIMCOM SIM7600, A7602 Bk/to4eH BbIGOP 63HA0B
¢ CORE: Peann3soBaHa nogaepxka moaynei cotooii ceasu SIMCOM SIM7906E

e CORE: Ans Serial Ports fo6aeneHa BO3MOXHOCTb B PEXWUME K/TMeHTa 06MeHUBaTbCS AaHHbIMI
cpasy ¢ 4 yfaneHHbIMW TouKamu

NcnpaBneHo:

¢ CORE: NcnpaBneHa owmnbka 06HOBEHNs cepBuca Serial Ports, npyBoasLLas K HEKOPPEKTHOA
cMeHe pexuma Server Modbus TCP to RTU Ha Client, npy 06HoBneHumn ¢ npoLuveok sepcun 20.4.3 n
cTapee


http://www.radiofid.ru/

ANIEKTPOHUKA

* CORE: NcnpaBneHa owwmnbka pa3pbiBa IPSec-TyHHeNs, BO3HMKaoLWast No NpUYnHEe HEKOPPEKTHO
paboTaloLero MapLupyTa B ciydasx, Korga MHUUMaTop U OTBETUUK HAXOAATCSA B O4HOW CeTu 1
MHULMaTopy OTBETYMKOM Bblaensetcs Virtual IP

* CORE: NcnpaBneHa owunbka B Command over SMS, npu KOTOPOii HE BbINO/HAMACL KOMaHAa,
npuxogsLias co BTOPOro 1 nocneayowmnx HOMepoB U3 pa3peLleHHOro cnmcka

« CORE: B DMVPN ncnpasneHa owmnbka Bo3HuKarowas npu selbope B kadectse Local NBMA
Address oTcyTcTBYHOLLENO MHTEPIElica, koTopas NPMBOAMIA K HEKOPPEKTHOM nepefaye AaHHbIX

¢ CORE: VcnpaBneHa owmnbka, n3-3a KOTOPOi Npy cMeHe mMapLupyTa no ymonuyanmio DMVPN/NHRP
TYHHe b He BOCCTaHaBNmnBasicA ecnv B kavecTse Local NBMA Address 6b1n Bbi6paH Default

* CORE: NcnpaBneHa HeBepHas Banmgauus nosnein B Failover managment

* CORE: B Serial Ports ncnpasneHa owmnbka pexuma Client, Bo3HMKaroLaa npy nageHnn kaHana
CBSI311, Yepe3 KOTOpbIii B flaHHbI/i MOMEHT YCTAaHOB/IEHO COEAMHEHUNE C YAA/IEHHbIM XOCTOM. Owmnbka
NposiB/IsiNach B OTCYTCTBMM MOBTOPHOIO NOAK/IHUYEHUS Yepe3 AOCTYMHbIV Pe3ePBHbI KaHau

* CORE: NcnpaBneHa owunbka, npuogsLLas Kk cooto 3anycka OpenVPN B pexume TLS Server, ecnu
MpW HacTPoiike Ha Hero nepeknumnnck ¢ pexuma TLS Client n HacTpoeHHbIMK nonsMy Username
n Password

* WEBIF: Ana pasgena Wireless Network ncnpaeneHa owimnbka B pabote nHtepgeiica, kotopas
BO3HMKaJ1a Npn OTCYyTCTBUN I/IH(bOpMaLI'I/II/I 06 006s13aTeNbHbIX napamMeTpax oT NoAKTHHYEHHbIX
K/IMEHTOB

N3meHeHO:

¢ CORE: lNpekpaleHa nogaepxka poytepos cepun R4

* CORE: O6HOBNEH cnncok npepyctaHoBneHHbIX NTP cepBepoB

¢ CORE: BbikntoueH npotokon IPv6, Tak kak npaBuna cpaiepsona Ha Hero He pacnpocTpaHsTCs
 CORE: YganéH cepsuc gns obcnyxusaHma DHCPvV6, T.K. oTkAodeHa nogaepxka IPve

¢ CORE: B OpenVPN tunnels go6asneHa BO3MOXHOCTb He YKa3blBaTb B KOHIUrypauum TOHHEeNs T1n
coxatus gaHHblx (MyHKT None B HacTpolikax LZO Compression)

* WEBIF: O6HoBMEH MHTepdelic pasgena Serial Ports

* WEBIF: Pa3gen Dynamic Routes nepenmeHosaH Dynamic Routing
Bepcusa ot 25.10.2023

N3meHeHuns ans Bepcuii:

e RO — R0-v20.8(2023-10-25).bin

¢ R2 — R2-v20.8(2023-10-25).bin

¢ R4 — R4-v20.8(2023-10-25).bin

* R50 — R50-v20.8(2023-10-25).bin

Ao6aBneHo:



ANIEKTPOHUKA

CORE: Onsa poytepos cepun R50 gobasneHa HacTpolika IPSec Protection B L2TPv2 Client
CORE: [lo6aBneHa nogaepxka keepalive-naketoB ans GRE TyHHenei ypoBHs L3
CORE: [lo6aBneHa BO3MOXHOCTb YKa3blBaTb METPUKY NPY CO3L4aHUN CTATUYECKMX MapLLPYyTOB

CORE: lobaBneHa nogaepxka moayneii cotosoii ceAsn SIMCOM A7602E, SIM7600

NcnpaBneHo:

CORE: VicnpaBneHa olwmnbka Baigauum MMEH XOCTOB, CBAA3aHHas C UX OJINHOA

CORE: VcnpasneHa ownbka B npuMmeHeHnn APN nNponncaHHOro B OKHe HacTpPOeK MOGU/IbHOro
(coToBoro) nHTepdeliica

CORE: OntnmunsnpoBaHa noruka pabotbl IPsec ans DMVPN. MNpu ncnons3oBaHum IPSec Protection
TyHHesnb (IPSec) 6yaeT nbiTaTbCs NOAHATLCSA cpasy

CORE: OT1kntoueH filover manager gns DMVPN |, Tak kak MHTepdeiic TOHHENS] HE MOXET ObITb
MapLLpyTOM M0 YMO/THaHWIO

CORE: VcnpaBneHa olmnbka, n3-3a KOTOpPOoil B HEKOTOPLIX cyyasx Ha GRE uHTepdeiic He
Ha3Havauica IP agpec

CORE: VcnpasneHa owmnbka DMVPN / NHRP, nposiBnsitojasics HEBO3MOXXHOCTbH HACTPOUTb ABa
TYHHENs Ha OAWH YAAaNEHHbI XOCT

CORE: O6HoB/eHa florvka paboThbl nepekstoveHnst SIM-kapT A5 0qHOMO/Y/bHbIX POyTepoB

CORE: /I3MeHEH mexaHN3M NMEeHOBaHNA 1 MMeHa nocnefoBaTe/ibHbIX MOPTOB NAarbl pacLpeHns
Ha poyTtepax RL25w, RL25, RL26w, RL26

CORE: VicnpaBeneH doyHKuMOHan Bbibopa LZO Compression

CORE: Ons iRZ Link Client npoTokona Bepcum v1 ncnpasieHo BbINOMHEHE KOMaHA, TPEBYOLWMX
3arpysku caiisios - 06HoBIEHME MO 1 ycTaHOBKa NakeToB

WEBIF: VicnpaBneHa olimbka Banmaaummn sHaveHuli nonei pasaena Services - Crontabs

WEBIF: VicnpaeneHo oTobpaxeHne uHtepdeiicos B Beinagatowem cnucke Add to Bridge or Create
New npu HacTpoiike L2TP TyHHens

N3meHeHo:

WEBIF: Ha cTaTycHoi1 cTpaHuLe yaaneHo yBeaomeHre o BktoueHHoM STA Relay, kotopoe B
HEKOTOPbIX C/y4asix MOrno BBOAUTL B 3a6nyxaeHune

Bepcusa ot 28.06.2023

N3ameHeHus ons Bepcuii:

RO — R0-v20.7.1(2023-06-28).bin
R2 — R2-v20.7.1(2023-06-28).bin
R4 — R4-v20.7.1(2023-06-28).bin

R50 — R50-v20.7.1(2023-06-28).bin



ANIEKTPOHUKA

NcnpaBneHo:

* CORE: NcnpasneHo npumeHeHre APN nNponnMcaHHOro B OKHE HacTPOeK MOBGUALHOTO (COTOBOrO)
nHTepdeica

¢ CORE: NcnpaBneHa ownbka B pabote SNMP, npn KOTOPOI He NpeAoCcTaBNs/IMCL NMpaBa Ha Kakme-
nmbo gencrTems

Bepcusa ot 07.06.2023

N3meHeHus ans Bepcuii:

¢ RO — R0-v20.7(2023-06-07).bin

¢ R2 — R2-v20.7(2023-06-07).bin

¢ R4 — R4-v20.7(2023-06-07).bin

e R50 — R50-v20.7(2023-06-07).bin
Jo6aBneHo:

e CORE: lNogaepxka poytepos RL27 n RL27w
¢ CORE: Nogaepxka poytepos cepun R50

¢ CORE: PacluvpeHbl BO3MOXHOCTU 4151 XPaHEHUSI U NPUMEHEHNS NOJIb30BaTE/IbCKMX KOHDUrypaumii
IPSec Tunnels. [lo6asneH ain /etc/ipsec.usersecrets, caiin /etc/ipsec.custom nepevMeHoBaH B
/etclipsec.userconf.

e CORE: do6asneH HTmode ans HacTpoitkn Wi-Fi B pexmme Toukn gocTyna.
NcnpaBneHo:

¢ CORE: NcnpasneHa noteps AaHHbIX Ha RS232, HacTpoeHHOoM B kayecTBe NTRIP-knneHTa,
BO3HMKatoLasn npu CMeHe KaHasia CBSA3u

¢ CORE: NcnpaBneHa ycTaHOBKa NakeToB, cogepxalyux npobesn B Ha3BaHun

¢ CORE: NcnpaBneHo nony4yeHune IP agpeca c LUMPOKOI Mackoli /8 Ha ceTeBOM MHTepheiice COTOBbIX
moayneii QUECTEL EC200A

¢ CORE: insa iRZ Link knveHTa ncnpaeneHa oTnpaska Ko/myecTsa nepefaHHoro Tpadmka

+ WEBIF: MicnpasneHo oTobpaxeHue nHTepgeincos B Bbinagatowem cnmcke Add to Bridge or Create
New Bo Bknagke VPN/Tunnels - EOIP Tunnel

 WEBIF: cnpaBneHbl BanimgaTopbl nosel B pasgenax Mobile Interfaces, Mobile APN Profiles,
OpenVPN Tunnels, IPSec Tunnels, Port Forwarding, Crontabs, SMS, Serial Ports, GPIO, DynDNS

 WEBIF: NcnpasneHa npobnema cbpoca BbIGpaHHOIo kaHasia Ha "auto" npy NOBTOPHOM nepexoje B
OKHO pefakTupoBaHus HacTpoek Wi-Fi uHtepcpeiica

+ WEBIF: VicnpaBneHo HeBepHoe oTob6paxeHune yekbokca "Enable Port via TCP" B Be6 nHtepdelice
Serial Ports, koTopbIli nOc/1e 06HOB/IEHMS CO CTApPOVi NPOLLUBKMA MOT BBOAMUTL B 3ab/1yXaeHve n
NIOXHO coobLuaTh YTO CEPBUC BK/THOYEH

 WEBIF: NcnpasneHa Basingauus nons seoga hostname



ANIEKTPOHUKA

 WEBIF: cnpaBneHa Basingauns nonsa seoga nmeHmn loopback nitepdeiica

 WEBIF: NcnpasneHa npobnemMa coxpaHeHus HacTpoek MmeHto Application Layer Gateway npu
OGHOBNEHMW MPOLLNBKU

N3meHeHO:
¢ CORE: N3meHEH cnMcOoK NpeaycTaHoB/EHHbIX MoAynel Ans nHiTepnpeTtaropa micropython

 WEBIF: N3MeHeHbI TEKCTOBbIE YBEAOM/IEHMA A/18 NPOLLECCOB 0OHOBNEHMSA NPOLINBKKN, NPUMEHEHUSA
HacTpoek, nepesarpysku, copoca HaCTPOEK K 3aBOACKNM

Bepcusa ot 14.03.2023

N3meHeHus NS Bepcuii:

« RO — RO0-v20.6.1(2023-03-14).bin
¢ R2 — R2-v20.6.1(2023-03-14).bin
¢ R4 — R4-v20.6.1(2023-03-14).bin
WcnpaBneHo 1 yny4dlueHo:

« WEBIF: VicnpaeneHa owwmnbka, npu KoTopoli HacTpoiikn NTRIP-kneHTa He COXpaHAuch B Be6-
nHTepdeiice

* CORE: NcnpaBneHa npo6nema moayns Huawei MEQ09s, npossnstoLwascs cmeHoi IP agpeca
Moayns u nepesanyckom coeguHenus (Mpobnema: PDP address has been changed)

¢ CORE: NcnpaBneHa npobnema 3aBucaHus WnHbl 12C, nosBnsAoLWwascs Bo BpeMs paboTbl COTOBOIO
Moaynsa B pexume 2G Ha vyactore 900 MHz

Bepcus ot 13.02.2023

N3meHeHunsa ans Bepcuii:

* RO — R0-v20.6(2023-02-13).bin

¢ R2 — R2-v20.6(2023-02-13).bin

¢ R4 — R4-v20.6(2023-02-13).bin

JAo6aBneHo:

« CORE: Job6aBneHa nogaepxka Zabbix (nossuncsa pasgen Services - Zabbix Agent)

¢ CORE: flo6aBneHbl WwWabnoHsl Zabbix Ana yganeHHoro MOHUTOPUHIA BHYTPEHHWUX METPUK

* CORE: do6asneHa nogaepxka NTRIP client 1 BO3MOXHOCTb 3arpy3kn COOTBETCTBYHLLNX NAKETOB C
cepsepa iRZ gna nx yctaHoBKM

* CORE: do6aBneHo ynpasneHne n MoHmTopmHr GPIO no SNMP
¢ CORE: [lo6asneH MIB-thaiin anst pabotel ¢ SNMP

* CORE: Jo6aBneHa BO3MOXHOCTb CKayMBaHWsi NakeToB Ansl paboTbl C AMHAMUYECKOW
MapLupyTu3aumeii c cepeepa iRZ



ANIEKTPOHUKA

¢ CORE: Ansa poyTtepos cepun RO n R2 gobaBneHa BO3MOXHOCTb paboTbl C AUHAMNYECKOTA
MapLupyTu3aumen yepes web-nHtepdelic (nosisuncs pasgen Network - Dynamic Routes)

¢ CORE: YnyulleH MexaHn3M B3aMMoAeiCTBUSI C MOAEMAMU
¢ CORE: [lob6aBneHa o4ncTKa 3arpyXeHHbIX cepTudmnkaTos nocre yganeHus IPSec TyHHens

+ WEBIF: B pa3gene Network - Mobile Interfaces B HacTpolikax SIM go6asneHa BO3MOXHOCTb Py4YHOro
BblboOpa pexuma paboTbl Mogema

 CORE: dob6aBneHo oTobpaxeHne napameTpoB paboTbl LTE-kaHana: RSRQ, RSRP, RSSI, SINR Ha
CTaTyCHOI cTpaHuue

* CORE: Jo6aBneHa BO3MOXHOCTb MOHUTOPUHIa NnapaMeTpoB pa6oTbl LTE-kaHana: RSRQ, RSRP,
RSSI, SINR npu nomowm SNMP 1 Zabbix

¢ CORE: fo6asneH npotokon RFC2217 ans nepefayn gaHHbIX C BO3MOXHOCTbLIO yNpaB/ieHns
nocnegoBaTesibHbIM MOPTOM (pasgen Services - Serial Ports)

+ CORE: [lo6aBneH BbIOGOp pexuma paboTsl nopta Server/Client, 4To N03BONSET BblIbpaTh, KTO byaeTt
ycTaHaBnMBaTb ceccuto (pasgen Services - Serial Ports)

 CORE: nsa poytepoB R2 gob6aBneHbl mogynn sapa kmod-usb-storage n kmod-scsi-core
VcnpaBneHo 1 yny4lleHo:

¢ CORE: Yny4uweHa pabota c SMS: gobasneHa 6510kMpoOBKa MOAEMOB Ha BpeMs paboTbl C 3anpocom
(&ns npegoTBpaLLEHMS MCNONb30BaHNA TOT0 Xe MogeMa ApYroi yTUINTON, KOTopoe NpuBeno 6bl K
HEKOPPEKTHOI paboTe cepBuca Uy ConepHUYatoLLen yTnnnTel), AobasneH id ans SMS, nameHeH
dhopmaT coobLleHnin B fiorax, M3MeHeHa paboTa ¢ ovepegpto SMS, fobasneHa onyms
HeorpaHW4YeHHOro Y1cna NonbITOK OTNPaBKM COOO6LLEHNS

* WEBIF: MicnpaBneHa ownbka BcnbiBatoLeli nofackaskn B pasgene Tools - Management - Restore
settings

* CORE: NcnpaBneHa owwmnbka aBTomaTnyeckn cosgasaemoro npasuna Firewall gns EOIP

* CORE: NcnpaBneHa owunbka, cBA3aHHas ¢ NosiBieHMeM AononHuTenbHbix AP B pasgene Network -
Wireless Network B cnyyae 06HOBEHMSA € NpeablayLLMX NPOLUNBOK

¢ CORE: NcnpaBneHa owunbka, cBA3aHHas C BbINO/IHEHMEM BCErO CnMcKa AOCTYNHbIX SMS-KomaHz,
BMECTO 3aJaHHOIA

e« WEBIF: B pa3gene Tools - Send SMS:
o [onsa Message n Recipient Phone Number cgenaHbl 0653aTe/ibHbIMU;
o [lo6aBneHo yBegomsieHne o nepegadye SMS B 06paboTKy nocsie HaxaTus kHonku Send;
o [lob6asneH Banugatop nosns Recipient Phone Number

* CORE: B pasgene Mobile Interfaces - SIM ncnpasneHa npo6nema ¢ npumeHeHnem MCCMNC koga,
y Kotoporo MNC HaunMHaeTcs ¢ Hyns

¢ CORE: NcnpaBneHa owunbka, cBA3aHHas ¢ NpMMeHeHMeM HacTpoek B pasgene Wireless Network

¢ CORE: VcnpaBneHa owmnbka 06paboTkv BHYTPEHHMX NepeMeHHbIX B Tools - GPIO ansa poyTtepos
cepumn R4



ANIEKTPOHUKA

 WEBIF: cnpaBneHa olumbka oTobpaxeHus anemeHToB B nonsix From / To B Services - Port
Forwarding

 WEBIF: NcnpaBneHa owwmnbka oTobpaxeHus anemeHToB B none Firewall Zone ansa VPN B MeHto
PPTP n L2TPv2 Client

« WEBIF: NcnpasneHa owmnbka oTobpaxeHus anemeHToB B nose Bridge With Interface B pasgene
Wireless Network

¢ CORE: Yny4weHa pabota nporpammsbl ¢ 1-wire gatymkoMm Temneparypsbi

o OrtpabartbiBaeT 3anyckn 6e3 NoAK/IUYEHHbIX AaTyMKoB/NpeobpasoBartens (He 3aBepLUaeT paboTy,
a npofosHKaeT onpoc);

o OrtpabaTtbiBaeT OTK/IOUEHME AaTuMKoB/npeobpasoBatens (yaanseT gaHHble)

¢ CORE: VcnpaBneHa owunbka B pabote DynDNS, cBsA3aHHas C U3MEHEHNEM MYTU K CUCTEMHOWA
yTunuTe

¢ CORE: NcnpaBunu nofyvyaemoe no yMonvaHuio HyneBoe 3HadeHve nonei Ping Interval n Ping
Attempts npuBogsiiee kK olwnbke Banngaummn Hactpoek Wi-Fi

* CORE: VcnpaeneHa npo6rieMa oTo6paxeHns Be6-uHTepdeiica, BO3HMKatoLLas NPy NOAKUYEHNN K
poyTepy Kak K Touke gocTyna 6onee ogHoro Wi-Fi knveHTa

+ WEBIF: VicnpaeneHa npobriema oTobpaxeHus 3HavyeHns nons Gateway B Beb-mHTepdpeiice pasgena
Wireless Internet, Bo3HMKaloLLas Npu HacTpoiike ctaTuyeckoro agpeca B pexvve STA Client

e WEBIF: O6HoBneHbl nons B pasgene Wireless Network:
o nosne Region nepenmMeHoBaHo B Country;
o ans pexmmoB STA Client n STA Bridge go6asneHsl nonsa Freq n Country

* WEBINF: lo6aBneHbl BaMgatopsl Ha ctpaHuudy GPIO ans nonein Phone Number, Command,
Notification

N3meHeHo:
¢ CORE: O6HOBMNEHbI CUCTEMHbIE YTUMNTbI B3aUMOAENCTBUA C MOAEMOM

¢ CORE: O6HoBneHa yTunmTa gns otnpaskn USSD 3anpocoB (faHHbI (yHKLMOHaT HeJOCTYNeH A
poyTepos ¢ MogeMom QUECTEL EC200A)

e CORE: YganeHb! ytnnutsl ntptime n ntpdc

 WEBIF: NpuBeaeHbl K 0gHOMY BUAY CPeACcTBa NPOBEPKM COCTOAHUSA coeanHenus (Failover
Management) ans nHTepdeiicos B pasgenax Network - Wired Internet (WAN), Wireless Network,
Mobile Interfaces n ans TyHHenei B pasgene VPN/Tunnels - PPTP, L2TPv2, DMVPN

* WEBIF: MIameHeH nopsaok noneii B pasgene GPIO
Bepcusa ot 17.11.2022

WN3ameHeHus ons Bepcuii:

+ RO — R0-v20.5(2022-11-17).bin



ANIEKTPOHUKA

R2 — R2-v20.5(2022-11-17).bin

R4 — R4-v20.5(2022-11-17).bin

Jo6aBneHo:

CORE: fob6aBneHa nogaepxka Quality of Service (QoS):
o rnopaepxka mexaHusma MapkmpoBku Tpadumka Type of Service (ToS)
o rnopaepxka mexaHusma mapkmposku Tpaduka Differentiated Services (DSCP)

o BbI6GOP TMNA ouepeay AN NPUoOPUTM3aLMM NPOXOASLLEro Yepes poyTep Tpadvka npu yCnoBun
HaIMuna METKU

Bepcus ot 07.10.2022

N3meHeHus ansa Bepcuii:

RO — R0-v20.4.3(2022-09-20).bin
R2 — R2-v20.4.3(2022-09-20).bin

R4 — R4-v20.4.3(2022-10-07).bin

Jo6aBneHo:

CORE: Ansa GPIO B nHTepgelice B none Trigger go6aeneHo 3HaveHne NONE, koTopoe no3BosnsieT
He oTCNexmBaTb U3MEHEHWNE YPOBHSA HaMNpshXKeHUs Ha NopTy

UcnpaBneHo:

CORE: UcnpaBneHa pa6bota ¢ Wi-Fi agantepamu coupmsi Intel
CORE: VcnpaBneHa ownbka, cBa3aHHas ¢ nepeHocom HacTpoek Wi-Fi npm o6HoBneHun Ha 20.4
CORE: UcnpasneHsbl ownbkn sysupgrade, cBsizaHHble ¢ preupgrade ckpuntamu

CORE: VicnpaBneHa npobnema npu KOTOPOI /10T1 MofemMa BbIBOANINCH Ha HTepdheiic RS485 npu
06HOBNeHUN Ha 20.4 co cTapbIxX NpowrBoK Ha 6ase OpenWRT15

CORE: VcnpaBneHa npobnema ¢ pasmeTkoii flash namsatu yctpoiictea npym 06HOBIEHUN NPOLUNBKN

CORE: VcnpaBneHa owwmnbka GPIO, npu KOTOpOoit He M3MEHANOCH Hanpae/eHue ¢ direction=in Ha
direction=out 6e3 nepesarpysku ycTpoincTea

CORE: VicnpaeneHa owwnbka GPIO, npu KOTOpoii npu BbicTaBneHHoM Tperrepe FALL Debounce
oTpabaTbiBasl HEKOPPEKTHO

CORE: VcnpasneHa owmnbka Wi-Fi Ha poyTepax ¢ Heckonbkumu Wi-Fi agantepamum npy OTKNHYEHUN
04HOro 13 HMX (ANnA cepum R50)

Bepcus ot 14.07.2022

N3meHeHuns ansa Bepcuii:

RO — R0-v20.4(2022-07-14).bin

R2 — R2-v20.4(2022-07-14).bin



ANIEKTPOHUKA

R4 — R4-v20.4(2022-07-14).bin

Ao6GaBneHo:

CORE: [lo6aBneHa BO3MOXHOCTb paboTbl ¢ AByms Wi-Fi agantepamm

CORE: job6aBneHa BO3MOXHOCTb BblbOpa 4acToTHbIX nonoc (6aHaoB) ansa 3G n 4G

CORE: job6aBneHa BO3MOXHOCTb paboThl ¢ ynpaBnsembiM 6510koM po3eTok Power Socket RPS1-2
CORE: B penopt go6asneHa nHgopmauus 0 TekyLlem cocTosHUM IPSec TyHHens

CORE: Ons IPSec TyHHens gobasneH MeToA NOBTOPHOI ayTeHTUdmkaumm Make-before-break
WEBIF: [Jo6aBneHo oTobpaxeHne onucaHus (Description) K HaumeHoBaHMo OpenVPN TyHHens.

WEBIF: Ha Bknagxke Services B pa3gene Port Forwarding fo6asnieHbl NoAckasky npu 3anosiHeHnn
nosei o BO3MOXHOCTU nponucaTk IP Address or Network

WEBIF: Ha Bknagke Tools B pasgene System Log go6asneHa nposepka cogepXmmoro ans rnonei
Remote address n Remote Port

NcnpaBneHo:

CORE: UcnpasneHa pa6ota STA bridge
CORE: VicnpaeneHa pabota L2TP kiveHTa

CORE: Ha Bknagke Services B pasgene Network time protocol ncnpaesneHo oTobpaeHne TeKyLLero
yacooro nosica (Time Zone)

CORE: VcnpaBneHo oTobpaxeHne nHgopmaumm o GPIO ansa poytepos RU23 n RL24

CORE: VcnpasneHo nmsa npoLumeku, nonyyaemoe no SNMP

CORE: VicnpaBneHo aBToMatuyeckn codgasaemoe npasunio Firewall gna OpenVPN no ymonyaHuto
CORE: VcnpaBneHo aBToMaTn4yeckmn cosgasaemoe npasuso Firewall gna EolP no ymonyaHuio

WEBIF: VicnpasneHo MaclitabuposaHue nons pefaktnposaHus n nogckasku User Firewall Rules B
pasgene Firewall

WEBIF: VicnpaeneHa paboTa BanngaTopos nosei
WEBIF: VicnpaBneHa ownbka, cBazaHHas ¢ nonem TLS Auth Key

WEBIF: VicnpaBneHo oTobpaxkeHune web-uHtepcpeiica nocie o6HOBNEHUS NPOLUNBKA

N3meHeHo:

WEBIF: Ha ctatycHoii cTpaHuue IPSec Local SA nepenmeHoBaH B SA (Local - Remote)
WEBIF: Ha Bknagke Tools pasgen Change Password nepenmeHosaH B Password
WEBIF: Ha Bknagxe Services pasgen Time nepenmeHoBaH B Network time protocol

WEBIF: Ha Bknagke Tools B pasgene Management U3MeHeH 3/1EKTPOHHbIN agpec Ans obpalleHmns B
Texnoaaepxky ¢ support@Radiofid.ru Ha support@irz.net
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ANIEKTPOHUKA

 WEBIF: Ha Bknagke Services pa3gen MAC Filter nepenmeHoBaH B Wireless ACL, none Filter Mode
nepenmMeHoBaHo B Mode

Bepcusa ot 26.02.2022

N3meHeHMs ansa Bepcuii:

e RO — R0-v20.3.1(2022-02-25).bin
¢ R2 — R2-v20.3.1(2022-02-25).bin
¢ R4 — R4-v20.3.1(2022-02-26).bin
NcnpaBneHo:

* CORE: NcnpasneHa pabota SNMP
Bepcusa ot 25.01.2022

N3meHeHus ans Bepcuii:

¢ RO — R0-v20.3(2022-01-24).bin
¢ R2 — R2-v20.3(2022-01-24).bin
¢ R4 — R4-v20.3(2022-01-25).bin
JAo6aBneHo:

* CORE: Nogaepxka moayns Quectel EPO6, ¢ noaaepxkoii arperaumm yactot LTE Advanced
Kareropuu 6

* CORE: NogaepKa MHOXeCTBEHHbIX TyHHenein OpenVPN
¢ CORE: OpenSSH o6HoBneH go Bepcumn 8.4pl

¢ CORE: ins 06beanHeHWs NoKasibHOM NPOBOAHON CETU C 6ECNPOBOAHON CETbIO A06GABEH PEXNM
pa6oTtbl STA BRIDGE (pa3gen Wireless Network B Beb6-nHTepcpeiice)

e CORE: nsa HacTpoiikn npobpoca NnopToB Ao6aBNEH BbIGOP 30HbI (halipBosa npu co3aaHum npasun
B Port Forwarding

* CORE: Jo6aBneHa BO3MOXHOCTb Bbl6opa NpoToKona B3anmogelictems ¢ Link/Link2 (none "Protocol”
B pasgene iRZ Link Client B Be6-nHTEpdelice)

¢ CORE: do6aeneHa obpaboTka MTU (none "MTU" B oopme Advanced settings pasgena HacTpoek
SIM-kapT B BeG-nHTepqielice)

¢ CORE: ins paboTbl NPOTOKO/10B NPUKIAAHOIO U CEaHCOBOro YPOBHE [06aBNEHbI
BcrnomoratensHble Mogynun NAT (pasgen Application Layer Gateway B MeHIo Services B Be6-
nHTepdeiice)

* WEBIF: lo6aBneHbl NOACKa3K1 Npu 3anosiHeHnumn nonei pasgena SNMP
NcnpaBneHo:
¢ CORE: NcnpasneHa npobnema padotel MGRE TyHHENs

¢ CORE: YcTpaHeHO nosiB/ieHne OWn6KM Npy HecTaHA4apTHOM HasBaHuK oneparopa
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ANIEKTPOHUKA

e CORE: YcTpaHunu owmnbouHyto Bblgadvy IPv6 agpeca yepe3 DHCPv6

* CORE: NcnpaBneHa paboTta cMcTeMbl MOHUTOPWHIa poyTepa no npotokony SNMP

« CORE: NcnpasneHa paboTta cepBuca ynpas/sieHus poytepom Yepe3 SMS-coobLueHus
 WEBIF: 3anpelleHo yaaneHume ctaHgapTHbix 30H (LAN,WAN) B pa3gene Firewall

* WEBIF: VicnpaBneHbl HacTpoiiku B pasaene Wireless Network (go6asneHo none "Use as default
route" npu Bblbope TUNa coeanHeHus Static)

N3meHeHO:
 WEBIF: Pa3gen DHCP Leases 13 Bknagku Tools nepeHeceH B Services — DHCP

 WEBIF: Ha Bknagke Tools cTpoka Unitname nepeumeHoBaHa B Hostname (go6asneHa Banngauns
nons Hostname)

Bepcusa ot 23.08.2021

N3meHeHus ans Bepcuii:

¢ RO — R0-v20.2(2021-08-23).bin

¢ R2 — R2-v20.2(2021-08-23).bin

¢ R4 — R4-v20.2(2021-08-23).bin

JAo6aBneHo:

¢ CORE: Nogpepxka poytepa RL26w

* CORE: NMogaepxka mogyns cotoBoi ces3n Quectel EC200

* WEBIF: na nonHoii naeHTMdmKauum yCTpoincTea, K UMeHM dpaiina coxpaHeHHbIX HacTpoek (Backup
Settings) go6asnieH Homep NPOLUMBKA

+ WEBIF: lNpoBepka coBnageHnst BEPCuii NPOLLMBKM poyTepa U NPUMEHSIEMbIX COXPaHEHHbIX HaCTPOeK

* WEBIF: ¥YBegomneHve o HecoBnageHny Bepcuii COXpaHeHHbIX HACTPOEK W NPOLLNBKA
Bepcus ot 18.06.2021

N3meHeHus ansa Bepcuii:

¢ RO — R0-v20.1(2021-06-18).bin
* R2 — R2-v20.1(2021-06-18).bin
¢ R4 — R4-v20.1(2021-06-18).bin
Jo6GaBneHo:

¢ CORE: NakeT Ansa yteHns AaHHbIX ¢ NpeobpasoBaTensa nHTepgelicos 1-Wire/RS232 ans paboTsl ¢
TPEXNPoOBOAHLIMY AaTtumkamun Temnepatypbl DS18B20.

¢ CORE: Bo3amoxHocTb co3aaHust HTTPS cepTudmnkaToB Ha YCTPOCTBE.
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ANIEKTPOHUKA

CORE: YnpasneHnwue npuoputetom GSM-moaynein ansa otnpaeskn SMS (ans AByXMOAYbHbIX
poyTepos).

CORE: IPSec gnsa poytepos cepun RO.
CORE: Moppgepxka PKCS 7/8/11 gns IPSec (He BK/HOYEHO B BEO-UHTEPAIENC)

CORE: Pe3sepBupoBaHue IPSec TyHHenel - HacTpolika A5 04HOT0 TYHHE 1 HECKOJIbKMX CEepBEpOB,
Ha KoTopble OH ByaeT nepeknoyaTbes (4718 ABYXMOAYNbHbBIX POYTEPOB).

CORE: NMpoBepka COCTOAHNA TYHHENA NOCPeACTBOM NUHra ykasasaHHoro agpeca ans L2TPv2 Client
n PPTP Client.

CORE: Mopagepxka HOBbIX Bepcuii bubnmotek (Hanpumep, OpenSSL Bepcun 1.1.1).
WEBIF: HacTpoiikm no ymonuyaHuio.

WEBIF: MNoackasku npu 3anosiIHeHWMM Nosneii.

WEBIF: Banngaumsi o UMeHN Npu pejakTupoBaHnM CUCTEMHOIO MHTepdielica Loopbacks.
WEBIF: JononHutensHoe none DPD Delay.

WEBIF: MNone Use as default route gns HacTpoiikn Wireless Network B pexume client.

WEBIF: Jna GPIO npu HacTpolike ACTION kak "SMS" Homep TeniedpoHa MULLIETCS B OTAENbHOM
none.

UcnpaBneHo:

CORE: MpaBnnbHoe npumeHeHmne npasun Firewall npu coxpaHeHnn yepes Beb6-nHTepdeiic.

CORE: Onsa poytepos cepun R2 ¢ GPS ncnpasneHa pa6ota NTP B 4act 06HOB/IEHNSI CUCTEMHbIX U
annaparHbIX 4acos.

CORE: YassumocTu B sape.

CORE: CrabunbHocTb paboTbl WI-FI Ha poyTepax cepuint RO n R2.

CORE: 3anyck IPSec paHblue ceTn.

WEBIF: CtatycHasa nHcopmarusa ans IPSec.

WEBIF: OTo6paxeHne He HY/IeBOro HanpshKeHWs NPy OTK/IIOYEHWUN NUTaHKA Ha poyTepax ¢ VIBI.
WEBIF: OTobpaxeHune ctatyca MBI Ha poyTepax 6e3 VBIT.

WEBIF: HasBaHwue yactu nonei pasgena Access (CA Certificate — Public Key).

N3meHeHo:

CORE: YganeHa nosTopHas 3arpyska mogynein sapa.
CORE: OnNTMn3npoBaHo BpeMS cTapTa CUCTEMbI MOC/1e copoca HacCTpOEK.
CORE: Agpo o6HoBNeHo ao Bepcuu kernel 4.14.162.

CORE: CuctemMHble gparisepa.
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ANIEKTPOHUKA

WEBIF: MNopsigok, HazBaHne 1 onncaHne yacTtu noneii (Tunnel IP - Local Tunnel Address; HUB
Tunnel Mask — Tunnel Mask).

WEBIF: PegaktnposaHne DPD Timeout n Aggressive Mode Tonbko B pexume IKEv1 ans Key
Exchange Mode.

Bepcusa ot 31.08.2020

N3ameHeHus onsa Bepcuii:

RO: v920 (2020-08-31)
R2: v782 (2020-08-31)

R4:v1414 (2020-08-31)

Ao6aBneHo:

WEBIF: owunbka Beb nHtepdeiica npMBoaALLan kK He COXpaHeHuto 3agaHuns crontab;
CORE: pa6orta IPSec ¢ MHOXeCTBEHHbIMW TYHHENSAMU B pexume IKEv1;

CORE: owwnbka cpeacTsa Nepnuognyeckoil OLEHKN COCTOSHUSE UHTEPdIEeNCcOoB/TYHHe e NOCpeaCcTBOM
YTUANTLI ping;

CORE: Ha cTpaHuue System Log u dhaiine koHdurypaLmm BO3MOXHOCTb yKa3aTb B Ka4ecTBe agpeca
ypanénHoro cepsepa FQDN;

CORE: owwnbka B pegkmx cnydasx NpMBoAsLLas K NepeksloueHsM Ha Apyryto CMM KapTy no
Heo4yeBUAHbLIM NPUYMHaM,

CORE: pa6ota IPSec c o6opygoBaHuem Cisco

Bepcusa ot 02.06.2020

N3meHeHunsa ans Bepcuii:

RO: v919 (2020-06-01)
R2: v779 (2020-06-02)

R4: v1413 (2020-06-01)

Jo6aBneHo:

CORE: YnyuweHa pabota IPSec ¢ Heckonbkummn SA B pexnmve IKEv1

CORE: fjopaboTtaH nporpammHbIii watchdog coToBbIx MHTephelicoB. Ecnn Bce COTOBbIE MOAY/N HE
[OCTYMHbI - YCTPOICTBO OyAeT nepesarpyxeHo (TosbKo A/18 poyTepoB ¢ annapartHoi pesusuneii HW
Version X.8 1 BblLLE)

CORE: Vima chusmyeckoro nHTepgielica COTOBOro MoAy/isi COOTBETCTBYET MMEHU B KOHUIypaumm
WEBIF: ¥YnpaBneHue "RS232/RS485 over TCP" 06beanHeHo B 0gHOM MeHto "Serial Ports"
WEBIF: Jna RS232/RS485 ypaneHa HecTaHgapTHas ckopoctb 28800

WEBIF: MameHeHa cekuusl IPSec Ha cTaTycHoli cTpaHuue. Tenepb AONONHUTENIbHO OTPaXKaeTcs
craryc SA
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ANIEKTPOHUKA

NcnpaBneHo:
* CORE: NcnpaBneHbl owmnbkn B pabote L2TP Client
 CORE: ¥ny4uweHa pabota IPSec

¢ CORE: NcnpaBneHa pa6orta tty2net
Bepcusa ot 03.04.2020

N3meHeHuns ans Bepcuii:

* R2:v773 (2020-04-03)

Ao6aBneHo:

¢ CORE: YnyuweHa pabota IPSec ¢ Heckonbkumu SA B pexume IKEv1

 CORE: dopa6oTaH nporpamMHbIii watchdog coToBbIX MHTEpPdIecoB. Ecnun Bce coToBblE MOAY/IN HE
[OCTYMHbI - YCTPONCTBO ByAeT nepesarpyxeHo (ToNbKo A1 poyTepoB ¢ annaparHoli pesusnein HW
Version X.8 1 BblLLE)

¢ CORE: Nms dhmanyeckoro nHTepdeiica CoToBOro Moayssi COOTBETCTBYET MMEHMW B KOH(pMrypaumm
« WEBIF: YnpaBneHue "RS232/RS485 over TCP" 06beguHEHO B 04HOM MeHt0 "Serial Ports"
o WEBIF: na RS232/RS485 yaaneHa HecTaHAapTHasi CKopocTb 28800

* WEBIF: NameHeHa cekunsi IPSec Ha cTaTycHoi cTpaHuLe. Tenepb AOMONHUTENBHO OTpaXaeTcs
craryc SA

Bepcusa ot 17.01.2020

N3meHeHus ans Bepcuii:

* RO:v918 (2020-01-17)

e R2:v767 (2020-01-17)

e R4:v1412 (2020-01-17)

JAo6aBneHo:

¢ CORE: O6HoBneH Openssl ao sepcuun 1.0.2s (McrnpasneHbl ya3BMMOCTU, Aob6asneH SSLv3)
¢ CORE: O6HoBneH Openvpn Ao sBepcun 2.4.7

* CORE: O6HoBnMeH Strongswan go sBepcumn 5.8.0

+ CORE: B reHepauuto penopT-thaiina gobasneH BbiBog daiina append-config n3 OpenVPN
 CORE: do6asneHa nogaepxka micropython

* WEBIF: lo6aBneHa BO3MOXHOCTb HacTpolikn APN Profiles

e WEBIF: flo6aBneH iRZ ZTP Client

« WEBIF: o6aBneH iRZ Atunnel
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WEBIF: Jo6aBneHa BO3MOXHOCTb 1cnosb3oBaTh IPSec Protection gns L2TPv2

WEBIF: [Jo6aBneHa BO3MOXHOCTb coxpaHeHus penopTta Ha USB/SD Flash

UcnpasneHo:

WEBIF: VicnpaBneHa owmbKa coXpaHeHUs HEKOPPEKTHbIX npasun ans firewall
CORE: VicnpaBneHa paboTta ckpunTa g/1s1 COCTOSHMS NOAK/IIOUYEHNS K COTOBOI CETU
CORE: UcnpasneHa paboTa nigukatopa Wi-Fi npu ctapTe (Tonbko ansa cepun R4)
CORE: VicnpasneHa paboTe nHamkaTopa Tuna CoToBOl CeTU (ToNbKo An1a cepun R2)

CORE: VcnpaBneHa paboTa poyTepa B cuTyaluu, korga oCHoBHoi SIM-kapToit siBnsietcst SIM2, HO
npu ctapTe 3anyckanacb SIM1 (TOMbKO 418 OAHOMOAY/bHBLIX POYTEPOB)
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Bepcusa ot 01.04.2019

Ao6aBneHo:

CORE: nakeT IPsec ToHHeNsA 3aMeHeH C racoon Ha strongswan
CORE: B IPsec gob6aBneHa BO3MOXHOCTb paboTarb yepes IKEv2
WEBIF: nameHeH pasgen HacTpoek SIM kapt

WEBIF: fo6aBneHa BO3MOXHOCTb BK/IHOUATb U OTK/IKOYATb BUPTYasibHbI MAC-aapec B HacTpoiikax
VRRP

CORE: o6HoBNeH OpenSSH go sepcun 7.9pl
CORE: o6HoBNeH OpenVPN go sBepcun 2.4.6

WEBIF: B OpenVPN go6aBneHa BO3MOXHOCTb ABOIMHOI aBTOpM3aumm B pexume TLS-client

NcnpaBneHo:

CORE: O6HOBMEH ckpunT gobasneHuvsa/yganeHnsa npasun firewall

CORE: storngswan - yctpaHeHa npobniema ¢ HeHarnpas/sieH/eM Tpaduka B TYHHe b,
npu koHdmrypauum host2host n B cutyaumm, korga o6a xocta B O4HOWCETH

CORE: VcnpasneHa paboTa c tacacs+
CORE: VcnpasneHa pa6oTta pexuma QMI (cnpaBeannso gns cepumn RO)
CORE: UcnpasneHa pabota MPPE B PPTP 1 L2TPv2 ToHHensx

CORE: VcnpasneHa pa6oTta areHta SNMP

Bepcusa ot 23.07.2018

JoGaBneHo:

CORE: go6aBneHo npuioxeHune cepsuca ynpasnenns iRZ Link (Zelda)
R2/R4: po6asneH TyHHens DMVPN/NHRP

RO/R2/R4: pobaBneHa BO3MOXHOCTb CO34aBaTb NoJib30BaTe/bCKue LEeNoYkn npasus B hopmare
iptables n3 web nHtepdeiica poytepa

NcnpaBneHo:

CORE: ucnpasreHa owmbka, kKotopast MOXET NPUBECTU K HEBO3MOXHOCTW NOAK/HOUEHUSA K CETU
poyTtepos ¢ mogysniem WPD-600

CORE: ucnpasnena pa6ota PPTP npu BkntoueHHo onummn MPPE
CORE: ucnpasneHa ownbka He KoppekTHoro BeiBoga MCC MNC kogos
CORE: ucnpasneHa owwmnbka Bbibopa 0CHOBHOW SIM-kapTbl Npu BKOYEHWUN poyTepa

CORE: 3HaueHue TTL ans TyHHenei EolP/GRE ycTaHOBNEHO Kak 64, eCnin He ykasaHo B
HacTpoikax
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CORE: ncnpaeneHa ownbka, npu kotopoin DNS 3anpoc k cepBepy Mor 6biTb pa3peLLeH Yepes
[Opyroii ceTeBoil nHTepdeinc

R4: ucnpasneHo BkoYeHne moayna PoE n dpaiin KoHdomrypaumm

R2: ucnpasneHa nHamkauusa cBeToamonos coctosHmsa cetm GSM n cetn WAN (ecnm
CKOHCOUTyprpoBaHo)

WEBIF: ucnpasneHa ownbka oTobpaxeHns cTpaHulbl Tools > Access Ha HEKOTOPbIX Bpay3epax

Bepcus ot 06.03.2018

Jo6aBneHo:

GPS: pobasneHa ytunuta ans ygo6Horo nosyyeHns KOOpAmMHaT co CryTHUKOB - gpspipe (ToNbKo A1
poytepos ¢ GPS)

HTTPS: gobaBneHa BO3MOXHOCTb 3arpy3vTb CBOU cepTudukaTbl 1 nonb3oBaTtbes web
NMHTEpdiencom poyTepa Yepes 3alnLLEHHbIM NpoTokon https

GPIO: no6asneH hyHKUMOHA OTMNPaBKM COOGLLEHWI MO BXOASALLEMY COBbLITUIO U COXpaHeHVe
COCTOSIHISI MOPTOB MW Nepesarpyskax poyrepa

AcnpaBneHo:

VPN: ncnpasneHa npobnema npy KOTOpoi TOHHENM He MOI/IM NepeycTaHaBNMBaTLCA NOC/Ie paspbiBa
CBA3N

VPN xI2tpd: ncnpasneHa pa6ota npotokonos MPPE n MSCHAP-v2
VPN xI2tpd: pob6aBneHbl HegocTaloLwme MOLYM agpa (cnpaseanvneo 418 poytepos cepun RO MR2)

DynDNS: ucnpasnieHo onpeaeneHne agpeca AMHaMM4ecKkoin 3anmcu

Bepcusa ot 23.01.2018

JoGaBneHo:

SSH: coxpaHeHue K/to4eli M3BECTHLIX XOCTOB NpU 06HOBNEHNE BCTPoeHHoro MO

SIM: po6aBneHo nose Force MCC MNC B HacTpolikax Mo6ubHOro VIHTepHeTa

VPN: po6asneH TyHHenb L2TPv2 (PPPoL2TP/xI2tpd)

VPN: go6asneHbl TyHHenn L2TPv3

VPN: go6asneHbl TyHHenu EolP (Mikrotik coBmecTuMbl)

VPN: gobasneHbl anropuTmbl XelwnposaHus sha, sha256, sha384, md5, hmac gns IPsec
VPN: go6aBneHa BO3MOXHOCTb ykaszaHme napametpa key ans GRE TyHHenemn

SERIAL: go6asneHa nogaepxka ModBus TCP (ans poytepoB cepun R2, R4)

RO Series: poyTtepbl cepun RO nogaepxmsato Bce BUAbI TYHHenel, kpome IPSec

R2 Series: poyTepbl cepun R2 nogaepxmsato Bce BUAbl TYHHENe
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NET: 6anaHcrpoBka Tpadomka Mexay AOCTYNHbIMU BHELLIHUMMW HTepdeiicamMn B paBHOM
COOTHOLLIEHWM

WEB: gob6aBneHa koHurypaums agpecos loopback
WEB: pobasneHo none SRC_IP B “Port Forwarding” gns punstpauun Tpagmka ¢ xocta

WEB: no6aBneHa BO3MOXHOCTb MU3MEHUTb CETEBOE MM ycTpolicTea (hostname)

NcnpaBneHo:

CORE: ucnpassieHa npobnema, Npy KOTOPOI B HEKOTOPbIX C/TyHasix poyTep 3arpyXascs ¢
HacTpoiKaMm Mo yMOM4aHuio

DDNS: ncnpasneHa pa6ota cepsuca DynDNS
WEB: ncnpasneHo otobpaxeHne GPIO ansa poytepos cepun R2
WEB: HacTpolika TyHHesnei BbIHeCeHa B OTAe/bHYH0 BKNaaKy

SIM: ucnpasneHo aBTo onpegenexdve APN ana onepartopa «Tele 2» n «PocTeniekom»

Bepcus ot 12.04.2017

Jo6aBneHo:

PaclumpeHHast nidpopmaunst no cotoBbiM MoaynsiMu MIB-chaiinbl
YnpasrnieHve nepeknyeHnemMm mexay SIM-kaptamu

Jo6aBneH cepsuc xinetd B ccTemy BbINONIHEHE KOMaHA, No SMS

NcnpaBneHo:

Owwnbka npn otnpaske SMS

YnydlieHo ynpasneHve CoToBbIMU MOAYISMM

Owwnbka IPCP c cotoBbiM Mogynem WeTelecom WPD-600

CoxpaHeHune SSH-ktoueli npn 06HOBNEHNN BCTPOEHHOro MO

Owunbka cbpoca naponsa cynepnosb3oBaresis Npy 06HOBNAEHUM BCTPOEHHOTO MO
Owwnbka npu ycTaHOBKE NMPOrpaMMHbIX MaKeToB pacLUMpeHus

VcnpaBneH HeKOPPEKTHbIN BbIBOA, CTATyCHOW MHpopMaLuy 4718 COTOBbIX MoAaynei

Owunbka nepenogknodeHns TyHHens IPSEC no BHeLWHeMY COObITUIO

Bepcusa ot 27.12.2016

JAo6aBneHo:

BbinonHeHve komaHg no SMS
MeTopg ayTeHTUdUKaumm EAP AnacoToBbIX MHTEPdIECOB

HacTpolika noptoB switch (CKOpocCTb, Aynsekc)
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e BO03MOXHOCTb SIBHOIO Bblibopa ANNHbI Kitoda AES (128/192/256)

* Mopaynb IMEI B cTaTyc coTOBOro nHTEpdeiica

UcnpasneHo:

* BoccTaHOB/EHME HACTPOEK OT CTapbix Bepcuii MO Ha HOBbIX BEPCUSIX

¢ 13meHeH 6aHHep B koHcoNM Olwmnbka JocTyna Yepes akTVBHbI CeTEBOI UHTEpdIeiic, He
ABNALWMIACA
OCHOBHbIM /151 MapLupyTU3aumm

¢ TalimayT perucTpauumn moayns ysenuyeH go 180 ¢
+ OO6HOBMEHa CTpaHuLLa MeHeXMeHTa Beb uHTepcheica

¢ VI3MeHeH cnocob 3arpy3kn ceptudmkaToB ansa TyHHenen IPSec n OpenVP
Bepcusa ot 01.09.2016

Jo6GaBneHo:

e OpenWRT 15.05

e Linux 3.18.33

¢ Busybox 1.23.2

e CrtpaHunua Tools — Access A/19 HacTpOoiiku AocTynak poyTepy
¢ SSH ncnonb3yet OpenSSH BmecTo Dropbear

¢ [lopgaepxka asropusaumm yepes TACACS+ ana SSH
NcnpaBneHo:

¢ CrtpaHuua Status

e YnydweH anroputmnepeksntodeHns SIM-kapt

e KnneHT NTP BKIHOYEH MO YMOMYaHUIo
Bepcusa ot 18.04.2016

Jo6aBneHo:

e CtpaHuupbl knneHtoB Wi-Fi 1 DHCP leases B Tools

¢ BbIBOA MapLUpPYyTOB M CUCTEMHOI MHhOpMaLUnB OTHéTE

* YnpasneHue GPIO B Tools

* UBus Agent ansl nonb3oBaTeslbCKNX COObITUIA

* bBbicTpoe nepenogkntoyueHne TyHHenel IPSec/PPtP npy n3ameHeHun mMapLupyTa no ymoa4aHuio
e B03MOXHOCTb yKasatb UMs KoHuUeHTpartopa ana PPPoE

e OuuncTka conntrack 3anuceii npy cMeHe MapLupyTa no yMo/i4aHuio
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¢ Xinetd
NcnpaBneHo:

¢ [loBbllWeHa cTabunbHOCTL TyHHeNel IPSec/PPtP

ANIEKTPOHUKA

e Ownbkn B WEB-nHTeppelice Ha cTpaHuuax Local network nWired internet Owmn6kn npu

nepekntoyeHnn mexay SIM-kaptamu

e Ownbka nepeycrtaHoBKM paHee YCTaHOBJ/IEHHbLIX NMaKeToB Npu C6p0C€ HaCTpoeK n O06GHOB/IEHUN

BCTpoeHHoro MO
Bepcusa ot 24.12.2015

Jo6aBneHo:
¢ HacTtpoiika VLAN
UcnpaBneHo:

e OwwnbKa NpoBEPKN perncTpaLmm
Bepcusa ot 08.12.2015

JoGaBneHo:
¢ [lo6aBneHbl NPOTOKOSbI AUHAMUYECKON MapLUpyTM3aLmm
NcnpaBneHo:

¢ Owwubka npu pabote ¢ SIM-kapTammn Yota
Bepcusa ot 03.12.2015

JAo6aBneHo:

e TyHHenu IPSec

e TyHHenn GRE

¢ KnunenT Dynamic DNS
¢ Hactpoiika Firewall

e Cepsuc VRRP

e Otnpaska SMS

e Ctpoka Unit Name

o BO3MOXHOCTb NEPEHaNnpPaBsaTb CUCTEMHbIN XypHa Ha yaasieHHbI cepBep

*  ®yHKuua agpa Policy Based Routing

¢ Cepsuc snmpd

o CBefeHusi No Tabnmuam mapLipyTusalumm B oTUeT (system report)
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NcnpaBneHo:
¢ OwwnbKa npu coxpaHeHnn napameTtpa Hidewireless network

« OO6HOB/NEHa CTpaHuua cTaryca
Bepcusa ot 25.08.2015

Ao6aBneHo:

* Bo3MOXHOCTb ycTaHOBKM nakeToB opkguepes web-uHTepdelic
¢ Crontab

NcnpaBneHo:

¢ YcKkopeHa 06paboTka 0TKa30B MOAy/ei
Bepcusa ot 26.06.2015

Jo6aBneHo:

e CraTtnyeckne mapLupyThl

o dukcauus Tvna coeguHerns (2G/3G/4G)

¢ Wi-Fi-knueHT gnsa Joctyna BUHTEPHET/BHELLHIOCETb
¢ Bbi6op npropuTeToB kaHanos cBA3W(SIM/WAN/WI-Fi)

* HacTtpolika goctyna Kk nocnegoBatesibHbIM noptam (RS232/RS485)

ANIEKTPOHUKA
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