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1. Get Start

K7 is a module that can realize data transmission between the Network and TTL serial port, which is equipped with
ARM cortex-M4 processor. No need to care of the details, the module realize the protocol converse.parameters can be

set in the software and webpage, configure one time and save forever.

This character aimed at get start and the user are advised to operation one time according to the instr to

understand K7 completely.
Questions occur in the testing, you can refer to our application case and answers:
https://www.usriot.com/support/fag/ethernet-series/
Also you can submit the problem into the support: http://h.usriot.com/
Product link: https://www.usriot.com/products/super-port-serial-ttl-uart-to-ethernet-module.html
Related software:

v’ M4 setting software: https://www.usriot.com/support/downloads/usr-m4-setup-software-v234102.html

(also, it can be used in the industrial serial to Ethernet Converter:USR-N668,USR-N510, USR-N520, USR-N540,
USR-TCP232-410S, USR-TCP232-419 and industrial ethernet modules: USR-TCP232-E2, USR-TCP232-ED2.)

v' Testing software: https://www.usriot.com/support/downloads/usr-tcp-test-testing-software.html
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Super Port TTL UART to Ethernet Module
Model: USR-K7

Industrial Super Port TTL UART Ethernet module
« Tl Cortex M4 Solution

« Modbus RTU to Modbus TCP, Modbus Polling
« Flow Control: CTS/RTS, XON/XOFF

« MQTT/SSL special firmware (contact sales)

Share to:

f [wlin]Pl+

General Details Specifications Downloads How to Buy

User Manual

Diagram 1-1 Download Page

1.1. Hardware Testing Environment

1.1.1. Hardware Preparing

USR-K7*1
USR-Kx-EVK*1
Cable*1

PC *1

vV V VYV VYV V¥V

Power adapter (DC5V 1A)*1

A\

Serial port cable *1
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1.Testing purpose:

» Have a complete understand for K7

»  Testing the function.

2.Data direction

PC serial port
Com

PC net port
TCF Zerver

Diagram 1.1.1-1 hardware prepare tools

Met data BB:
Serizl data AA Net port
USR-K7
Met data BB
Serial port
Serial data AA

Diagram 1.1.1-2 Data Direction
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1.1.2. Hardware Connection

To test the communication converse from serial port to net, connect the USR-K7 with evaluation board, and
connected with the PC using serial cable, then connect the net port of K7 and PC. Power on the it. The diagram is as

fellow:

Diagram 1.1.2-1 Hardware Connection

Note: the power adapter and cable are from USR.
1.2. Net Testing Environment

To prevent from searching nothing, not ping and not opening the webpage, you should testing the below contents

before using.
1) Shut down firewall and antivirus software.
2) Shut down net card none-related and reserve only one local connection.

3) For the direct connection between PC and server, please provide a static IP in the same LAN with the IP of K7,

e.£.192.168.0.201.
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AT WS A\, I o Al

1 Local connections Status

=

File Edit Vied
Organize » >éen&;ll
- Cannection
#94 1Py4 Conrectvity: No netword
W Resied 1PYE Canrectiutty: Mo netwerk
Madia State:
Duration: d
Speed: g

U Local connections Properties

| Networdrg L Gereral I
Coreect usia: - You can get [P settings asspored automatically If your network supports
| iﬁ Raaitek PCla GBE Family Cof zrs;:pnblm mn, y;'.need to ask your natwerk adminvstrator

Thia correction mn'efdmmi'
¥ ™ Chert for Moreaot

L) QoS Packet Scheduer

(71 Obtain an 1P acdcress auvtomahcaly
@ Use the folowing TP address:
[P address:

Subret mask:

192,168, 0 .201

255 ,255 .255 . 0 |

192,168. 0 . 1

Defaut gateway:
Actrity Oblain DNS server sddrese automaticaly
@ Use the folowing DNS server addresses:
Prafarred DNS sarver:
Eytes: Altmrmiats DhS sarver:
5 I vaidate settings upon exit
Diagram 1.2-1 Local Connection of the PC
Username admin
Password admin
IP address of K7 192.168.0.7

Subnet masks of K7

255.255.255.0

Default gateway of K7 192.168.0.1
Default mode of the portl k7 TCP Server
Default local port of the port1 K7 | 23
Serial port baud rate 115200
Jinan USR 10T Technology Limited 10/ 120 inquiry@usriot.com
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1.3. Default | >e€re!portparameters None/8/1

Form 1.3-1 Default parameters

1.4. Data Transport Testing

After the above steps, the K7 can realize the bi-direction between the serial port and ethernet, operation steps are

as fellows:
1) Open the “USR-TCP232-Test.exe” connecting the hardware as Diagram 1.1.2-1 .

2) Net setting change into TCP Client, enter the 192.168.0.7 into IP address, server port is 23. then click to build

TCP connection. serial baud rate:115200, Serial port parameters: none/8/1 then open the serial port.
From now, we can have the data transmit testing from the serial port to network.

Direction from serial port to network:

PC serial port - K7 serial port - K7 network - PC network data

Direction from network to serial port:

Jinan USR 10T Technology Limited 11/120 inquiry@usriot.com
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PC network data - network —K7 serial port - PC serial port

As the below:
%% USR-TCP232-Test RS232 to Ethernet Convert tester - O X
File(E) Options(0) Help(H)
COMSettings COM port data receive Metwark. data receive MetSettings
PartMum |CDM13 j http /fen usr. en Tinan USE Technologyr Co., Ltd £13 Protocol
115200 http: /fen. usr. cn Tinan USE Technelogy Co.. Ltd ICPclient
Baudh http:/fen. usr. en Tinan USE Technelogy Co.. Ltd ()
DPaity NOME - http: /fen. usr. en Jinan USE Technology Co., Ltd 2} ServerIP
- http: /fen. usr. en Jinan USE Technology Co., Ltd 192.1068. 0 . 7
DataB & bit :‘v http: /fen usr. en Jinan USE Technology Co., Ltd {29 Samver Part
Stopk 1 bit - http: /fen usr. en Tinan USE Technology Co.. Ltd 93
http: /fen. usr. cn Tinan USE Technelogys Co., Ltd
- Cloze http: /fen usr. cn Jinan USR Technology Co., Ltd CEmy mr
M http: /fen usr. en Tinan USE Technolozy Co., Ltd @ Disconnect
R ot http: /fen. usr. en Jinan USE Technology Co., Ltd R ot
Bo¥ CRR1ens http: /fen. usr. en Jinan USE Technology Co., Ltd Bo¥ Cptiens
[ Receive to file. .. http: /fen usr. en Jinan USE Technology Co., Ltd [ Receive to file. ..
v Add line return http /fen usr. en Jinan USE Technologyr Co., Ltd v Add line return
[~ Receive Az HEX http: /fen. usr. cn Tinan USE Technelogys Co., Ltd [~ Receive Az HEX
0 http:/fen. usr. en Tinan USE Technelogy Co.. Ltd 0
[~ Receive Pause Tinan USR Techmolozy Co., Ltd [~ Receive Pause
Save. .. Clear Jinan USE Technology Co., Ltd Save. .. Clear
Send Options | Send Options
[7 Data from file ... [ Data from file ...
[T #nto Checksum [ Ante Checksum
[ Auto Clear Input [7 #nto Clear Input
[~ Send As Hex oo |192 168. 0 201 Portlonnt [ Send As Hex
v Send Recwele eealflost : = = G W Send Recwcle
Interval 1000 ms i::zem USE Technolozyw Co., cond http. //en. usr. cn cond Interval [1000 ms
Load. .. Clear Load. .. Clear
[& Feady! Send: 1140 Recw: &B7E Fieset [& Ready! Send: 24 Fecw - 1051 Feset

Diagram 1.4-1 Default Parameters Testing

2. Overview

2.1. Brief Introduction

Super port module K7 is a new serial Ethernet module. It is a module that can realize data transmission between
the network and TTL serial port. This module is equipped with ARM cortex- M4 processor, which has the advantages of

low power consumption, fast speed and high stability.

In terms of the volume, the width of the device is equal to the common RJ45 port, and the length is less than twice

length of the common network port, with the industry- leading ultra-small volume, and the current is only 130mA when

Jinan USR 10T Technology Limited 12 /120 inquiry@usriot.com
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working at full speed.

This product is developed on the basis of the hardware and software of serial to ethernet M4 series. The internal
integration of TCP/IP protocol stack, user can use it to complete the embedded device networking function easily,saving
the development process of human, material and development cycle, so that products can be faster into the market,

enhance competitiveness.

Passed the strict testing, K7 has successful case in Banks, highways, large corporate networks, busy webcam

networks and complex network environments such as fiber-optic to Ethernet.

2.2. Features

® Equipped with ARM cortex-M4, industrial width of temperature, TCP/IP protocol stack, more stable and reliable.
® 10/100Mbps net port, supports Auto-MDI/MDIX
® Supports TCP server, TCP client, UDP server, UDP client and HTTPD client work mode

® Build-in webpage where can set the parameters, also can customize webpage. The port of the webpage can be
defined

® Enable 485, and the serial port can work as 485

® Supports RTS/CTS hardware flow control and Xon/Xoff software flow control

® Supports USR-VCOM

® Baud rate:600bps~1Mbps; and five parity way:none, odd, even, mark, space

® Supports modbus gateway

® Supports Reload button, hardware restore to factory setting

® RJ45 have Link/Data indicator, in the net port, there is Isolating transformer,1.5KB ESD
® The unique MAC in the world, and the user can self-defined

® Supports net upgrade firmware,DDNS, DHCP

® Supports keepalive, check dead connection and abnormal and reconnection

® Supports password and username, more safety

Jinan USR 10T Technology Limited 13/120 inquiry@usriot.com
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® Supports two websocket to realize the bi-direction transparent transmission between serial port and webpage.

2.3. Basic Parameters

Parameter Value

Hardware parameters

Input Voltage DC3.0~3.6V( 3.3V is best)
Working Current 130mA@3.3V

Net port Rj45, 10/100mMbps
Encapsulation way Pin

Serial port 600~1M(bps)

Software parameters

Network protocol IP, IPV4, TCP, UDP, DHCP, DNS, HTTP, ARP,
ICMP, Web socket

Access way to IP Static IP, DHCP

DDNS Support

User parameters Software setting, webpage setting, AT
command

Single transparent transmission TCP Server/TCP client/UDP Server/UDP Client

Modbus Supports modbus gateway

Webpage to serial port Websocket

Similar RFC2217 Support

Httpd client support

Self-defined webpage support

Jinan USR 10T Technology Limited 14 /120 inquiry@usriot.com
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TCP server connection Default 4 and maximum 16

Net buffer Send:16Kbyte; receive:16Kbyte

Serial port buffer Send:2K byte;receive: 2kbyte

Average transport delay <10ms

Set software USR-VCOM, USR-Cloud, parameters setting
software

others

Certification CE,FCC, ROHS

Size 35.0x19.39x18.25 mm(L*W*H)

Operating Temp. -40~+85°C

Storage temp -40~+105°C

operating humidity 5%~95% RH

Storage humidity 5%~95% RH

3. Hardware Parameters

3.1. Pin Definition

Jinan USR 10T Technology Limited 15/120 inquiry@usriot.com
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@)
®5® ‘I_
(® A g |
@@ 8 |- 15]

(@ =

@% 0 ;
@ =
@© 12

e

Diagram 3.1-1Pin

1 NC NC Have not opened, please hang

2 NC NC Have not opened, please hang

3 CTS Default disable,can be configured into hardware flow control(clear to send)

4 RST Module reboot(200ms or above low level pulse to make the module reboot)

5 RTS 6] Default 485 receive and send control, high level pulse send. Configured into

hardware flow control.(request to send)

6 Reload Module can restore to factory setting, under power off(or reboot)put down reload
then power on, keep the reload down for 5s, after 5s put up and then reload to

factory setting.

7 NC \ Have not opened, please hang
8 RXD Serial port receive(3.3V,TTL)
9 TXD 6] Serial port send(3.3V, TTL )

Jinan USR 10T Technology Limited 16/120 inquiry@usriot.com
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10 GND Power | Ground(including power and signal)
11 VDD Power | Power (DC3.3V is supporting)
12 NC \ Have not opened, please hang
13 ETH \ Network shield pin
14 ETH \ Network shield pin
15 Fixed \ Module fixed column
column
16 Fixed \ Module fixed column
column

3.2. Dimension

Form 3.1-1 Pin Definition

Jinan USR 10T Technology Limited
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4. Product Function

Diagram 3.2-1 Dimension

RECOMMENED PCB LAYQUT
COMPONENT SIDE
TOLERAMCE £0.05

This character instruct all the function of the K7, below is the details.

Jinan USR 10T Technology Limited
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e

L o P

| |

Serial heartbeat package
Protocol analyze lye=K Serial parameters setting

RFC2217
Seria port pacsg e
Websocket

R AT command MParameters save

A Modbus TCP gateway

Modbus gateway

Diagram 4-1 K7 Function

4.1. Net basic function

4.1.1. IP address/subnet masks/gateway

1.IP address is the identity representation of the module in the LAN, which is unique in the LAN, so please be sure there

is no another device same as it in the LAN.
® StaticIP
Handle to setting. Note fill the IP, subnet masks and gateway.

Static IP adopted to the environment that required to statistics the IP and the device and makes them correspond

Jinan USR 10T Technology Limited 19/120 inquiry@usriot.com
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one to one.
Advantage: accessing the device that can not distribute IP address can be searched via UDP broadcast.
Disadvantage: different net segment in the different LAN can not communicate normally.
® DHCP

Get IP address , gateway address, DNS server and other information from the gateway server to easy the step for

setting IP address, DHCP adopted to the environment that have no special requirement to IP.

Advantage: accessing the device equipment with the DHCP server such as router can communicate directly.

Reduce the hassle of setting IP address and subnet masks.
Disadvantage: accessing the device with no DHCP server such as computer directly, K7 can not work.

2.Subnet masks is a 32 address, used to determine the host number and the network number by shielding some IP
address, indicates the number of subnet and determine the flag within the subnet. Using combine with the IP address.
The subnet masks needed to set, usually we use the subnet masks: 255.255.255.0. The number of IP addresses in the
subnet is 2 to the eighth power minus 2, that is, 256-2=254, and the general host addresses are all 0 or 1 (binary) has its

special role.

3.Gateway is the net port of the LAN. If you connect the router to access the internet, the gateway is the router IP

address, setting wrong and can not access into the net. No device such as router and no setting, keep the default.

4.Related AT command.

Name Instr

AT+WANN | Setting and query the access way,IP, subnet masks and gateway

parameters for K7

Form 4.1.1-1 Related AT Command

5.Setup software

Jinan USR 10T Technology Limited 20/120 inquiry@usriot.com
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ﬁ USR-TCP232-M4 E45 V2.3.3.102
Device(D) H3ZZ(L) Help

Search List [Click a device to read parameterz in the Search List] ﬁ
or

Device [P Device Mame MarC Wersion

Baudrate: 115200 - @

Farityw/Data/Stap: [HDRE v][S v][l v] 7]

FlowControl: [Hone v] (k]
Worle Made: [TCP Serwver v] )
192, 188. 0. 201 7l

D Clear ARF table
q Search Device ” 23 ()

]D Compatible with
Local Fort: 23 ()

search word (Hex) 4Bytes FFO10102 FFOL010Z iz uniwerszal
TCP Server style: [Tra:nsparent transmi v] )
@ Open Device E“_‘ Dewvice Restartl |'@ Factory Reset Modbu=TCE | [Hone v] i)
Bace Save FackTima: i} ms (07255) 7]
FackLen: 0 byte (0714600 (7]
3 |z Type: |DHCEAAuto II | (7]
Synchronize bandrate (RFC2Z21T (]
192 165.0.7 ] [] Ensble USE Cloud 2]
Dewice IN

255, E55.255.0 )

Communication Code

192.165.0. 1 ]
VS&V& Com1
FEO10102 (Hex) 4Eytes
4 .
Full Show + V‘Base Save
EEEEm 1 Search Port:1901

Diagram4.1.1-1 Setup Software
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4.1.2. DNS Address

Current Status

parameter

Local IP Config IP Type: | Static IP v|
1 StaticIp: (192 [.[168 |.|0 . (8 |
Web to Serial
Submask: 255 |.[255 |.[285 |.|O |
Misc Config
Reboot Gateway: [192  |.[168  |.|O BE |
Dns Server: 208 |.|67  [.[222 |.[222 |

| Save | Cancel |

Diagram 4.1.2-1 DNS Server

DNS address of the K7 can be set. When K7 need DNS, it will quest for the address that you set.(3010 and above

version support self-define DNS address.)
The default DNS server address is the gateway. In DHCP, default DNS address is acquired automatically.

DNS address can be set, which means that if the domain name server are imperfect,user also can realize the

domain name analyze referred to AT command.

Name Instr

AT+DNS Setting and query the DNS address server.

form 4.1.2-1 DNS AT Command

4.1.3. Hardware Restore the Factory Function

Module supports hardware restore factory function.

Powered off and put down the reload. Then power on and keep the reload down for 5s. After put up, restore to

factory setting successfully.
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Steps:

Put down the reload > power on —>reload keep for 55— put up

Reload

VCC

Diagram 4.1.3-1 Restore to Factory Setting Step

When there are wronged parameters or forget the password, you can use hardware restore.

Name Instr

AT+RELD Restore to factory setting

Form 4.1.3-1 Hardware Restore Factory AT Command

4.1.4. Web Server

The build-in webpage of the K7 same as the common webpage. User can check the related status of the module

via webpage. Default port of the web server:80(can be modify, after modify, you can access the webpage via other port.
Check the running status of the K7

1) Running time: determine the running time and whether restart.

2) TX count(eth): determine how many data K7 send to internet.

3) RX count(eth): determine how many data send to module from net

4) Conn status(eth)A: connection status of the A to determine which status that K7 stay.
Connection status: IDLE, LISTEN, CONNECTING, CONNECTED, ERROR

IDLE: initial status, no connection and no listening. e.g. waiting connection of the short connection or original
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status.
LISTEN: under TCP server mode, listening and wait being connected.
CONNECTING: under TCP client, K7 building the connection to TCP server
CONNECTED: have built
CONNECTED(n):under TCP server, the number of the client connected.
ERROR: k7 stayed in abnormal disconnection.

5) Conn status (ETH)B:connection status of socket B

Current Status
Local IP Config Module Name: USR-K7

TTLL Firmware Revision: 3016

Current IP Address: 172.16.11.76

MAC Address: 9c-a5-25-8d-22-57

Run Time: Oday: Ohour: Omin
T Count(ETH) : 0/ bytes
R¥ Count(ETH) : 0/ bytes
Conn Status(ETH)A: LISTEN

Conn Status(ETH)B: IDLE

Diagram4.1.4-1 Running Status

4.1.5. Net Firmware Upgrade

Net upgrade firmware is stable and easy. New function can be enjoyed in the last firmware to meet the high
requirement. Ask for new firmware from supply or from the USR support: http://h.usriot.com, details please refer to

5.1.1 firmware upgrade.

4.2. Socket
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There are five work modes for K7:TCP server, TCP client, UDP server, UDP client and HTTPD client. Setting from the

setup software or the webpage.

Parameter

Baud Rate: 115200 bps(600~230400)bps

4 USR-TCP232-M4,E45 V233.102 ==
Device(D) H3I(L) Help
Search List [Click = device to resd paraneters in the Search List] —‘
Portl

Data Size: 8E| bit

Parity:  None E
Stop Bits: 1E| bit

Device IP Device Name MAC Version
172161176 USRET 9CAB 256D 2257 3DWE|

Baudrate !
Pari ty/atafStep @
FlouControl [l
Hork Hode ICF Server v |

182.166.0.201 )

Flow Mode: NONE  [+]

UART Packet Time: 0 (0~255)ms

[F] Clear 4P table

I 0, s wics | it 5 gl UART Packet Length: |0 (0~1450)chars

Local Port 73 ]

soarch word (Hex) dBytes FROLDI0Z  FROIOL0 i= mmiversal Sync Baudrate(RF2217 Similar):
TP Server style: [Tvansparent trensni v] (%) " , et
: Enable Uart Heartbeat Packet:
I 2 Opsn Device . Device Reshﬂl I@ Factory Reset WodbusTCP )
Socket A|Parameters
PackTine 0 ns ([07255) (2]
Base Save
N Work Mode: | TCP Senver |Z| None E
Facklen: n byte (0714600 (1)
EI g ] Sacemizs bsirete B2 o TCP Server MAX Sockets: |8[+] Up to MaX KICK [+]
1R.166.0.7 | @) 7] Ensble VSR Cloud —————————— (7)
WEssble 1% Clon LocaljRemote Port Number: 23 i) (1~63533)
255255 255.0 | (2) Device 10
Conmuni etien Code PRINT: ]

192.188.0.1 | @)

ModbusTcP poll: [ Poll Timeout : 200 (200~9999) ms

Enable Net Heartbeat Packet: []

[[IModify search word to: FROLOLOZ | (Hex) dBytes

fll Shon 4 ] ’ o fase e Registry Type:  None E Location| Connect With

On-line Device NUM:1 Search Port1901 Parameters

Diagram 4.2-1 Work Mode

Name Instr

AT+SOCKA1 Setting the protocol/ remote IP/remote port of K7 SOCKA

AT+SOCKB1 Setting the protocol/ remote IP/ remote port of K7 SOCKB

Form 4.2-1 Work Mode AT Command
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4.2.1. TCP Client mode

% Net data:BB
8

—_—
~ Serial dataAA S

Net data:EB

|

i DEU. I Serial data:AA
Seria]. IJ‘D‘IT d-E.“r'i{.‘-E USR-ET TCP Server

Diagram 4.2.1-1 TCP Client Mode

1. TCP client provides client connection for TCP net server. Build connection automatically and connect to server
to realize the data transmit between serial port and server port. According to related rule of TCP, TCP client has
difference between connecting and disconnecting, to confirm the data transport reliable. Usually used in the data

interaction between device and server, which is the commonest communication way.

2. Under TCP client mode, K7 supports recognize the abnormal connection automatically. About 15s internal to
send Keep Alive to keep active after build. If there is abnormal disconnection, k7 will find it and reconnection.K7

connects the server as a TCP, remote port is 0, connecting with random port every time.
3. connecting the remote IP automatically, but do not receive any other connecting quest.

4. Supporting the similar RFC2217, USR-cloud and modbus TCP. In LAN, if the K7 is static IP, please be sure that

set the IP of K7 in the same LAN and set gateway correctly, or K7 is can not communication.
5. Note: keep alive, similar RFC2217, USR-cloud and modbus TCP are instructed in the bellow.
6. TCP client communication case:

(D K7 work in TCP client mode, remote IP:172.16.11.8, remote port:8234, click to save then search the K7 again

and check the parameters.

Also you can set in the webpage, remote IP and port are as above, then save and restart.
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4% USR-TCP232-M4,E45 V2.3.3.102 ==
Device(D) H3Z(L) Help

Search List [Cliclk a dewice to read parameters in the Search List] #‘
or

Device IP Dewvice Mame Mac Wersion

Baudrate: (115200 -] =

Parity/Data/Stop: [HORE ~|[8 ~|[1 ~]

FlowControl: [Hone V] (72
Hork Mode: [TCE Client ~| =
HemoteIF: 172, 16.11.5 (72
[[] Clear ARF table 3
(3“ Tzaroh Mot ez I Remote Fort: 5234 (72
]:‘ Compatible with
Local FPort: =2 (72
search word {Hex) 4Bwtes FFO10102 FFO10102 i=s uniwersal
Transparent transmi 71
% Open Dewice ] [&_‘ Dewice Restart] [‘@ Factory BReset ModbusTCE: [Hone v] 7
Bace Sawe FackTime: ] m= ([0™255) ]
FackLern: o byte (0714800 ]
IF Type: |DHCESduta IE = | (7]
Synchronize baudrate (RFC221T ]
192.168.0.8 72 [] Enable USE Cloud )
Device ID

255,255, 255. 0 7]

Communication Code

172, 16.11.1 =)
4 % Save COML
FFO10102 [Hex) 4Bwtex
Full Show + ] [ 7 Base Sawe
On-line Device NUM:2 Search Port:1901

Diagram 4.2.1-2 TCP Client Setup Software Setting
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FAlILY: | INOIE
Current Status

Stop Bits: bit

Tkl 1 UART Packet Time: [0 | (0~255)ms
Web to Serial UART Packet Length: [0 | (D~1460)chars

Sync Baudrate(RF2217 Similar):
Enable Uart Heartbeat Packet: []

> IWork Mode: | TCP Client ~||None ~| I
3 IF{emote Server addr: |1?2.15.11.8 | [17'2.16.11.8]
A I Local/Remote Port Number: |24 | |3234 |{1~65535} I
Timeout Reconnection : |36400 {1~99999)s
PRINT: [ |
ModbusTCP Poll: [] Poll Timeout : 200 {200~9990) ms

Enable Met Heartbeat Packet: [ ]|

Registry Type: | Mone v| Location| Connect WWith
Work Mode: | MONE e

_ I Save !ICancel
[

@ connecting the TCP server, the IP of my computer:172.16.11.8, local host port:8234(can be modify), testing

Diagram 4.2.1-3 TCP Client Webpage Setting

software show the connection information:172.16.11.68:24( if the local port of K7 is 0, here will distribute a port

randomly for K7, e.g.172.16.11.68:49155).

(3 setting the correct serial port parameters, click the serial port and the sent, receive the bi-direction data

transmission.
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~Hetwork, data receive ~MetSattings
[1] Protocol
TCP Seaver hd
(2] Local host P
1 II?E.IE.TI.E
[3] Local host port
B234
- Close I 0 o @ Disconnect
—Becy Options ~Recy Options
[T Receiwe to Eile. .. [T Beceiwve to file. ..
™ Add line retwrn [T Add line return
¥ Receive ks MEX [ Beceiwe As HEX
[T Receive Pauze [~ Beesive Pause
Suwe... Clear Sawe. ..  Clear
Send Dprions ~Send Options
I Data from file ... I Data from file |
[T Aato Checksom [T Aute Checksun
[~ kate Clear Imput [T duts Clesr Inmput
[T Send Asx Hex r [~ Sand As Hax
[ Send Racpedn Peers: 17206116824 =| |3 I Send Bacycle
SE Techmology Co., |hetp: /fen ner.
Interval [1000 ns i:rﬂ sctmalogy Co Sond ttpffen oy on cond Interval [1000 ==
Losd...  Clear Lead . Claar
[# Sand hs Hex | Send:0 | Recw:0  _ Feset | [# Send As Hex [ Send:0 | Fecy:0 Fessl

Diagram 1.4-1 TCP Connection Testing
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4.2.2. TCP Server Mod

Net data:BB
—_—
Serial data-AA 18

BB
net dat %’C Net data-CC
] B EE—
——
Serial data:AA
r

0.4

I

- . DDDI----
Serial port device

Serial data- Ay

USR-E?

Diagram 4.2.2-1 TCP Server Mode

1. Under TCP server mode ,module monitoring the local port, receive and build connection when there is
connecting quest, receive the data and sent all to the client connected. If access the TCP server of K7 across the public
net, user should build termination mapping on the router.( mapping way: http://www.usr.cn/Download/155.html) also

TCP server supports Keepalive to monitoring connection timely.

2. Used in communicating with the TCP client in LAN. Adopt to the situation where is no server and several PC
and phone sending quest. And same as TCP client , TCP server has different between connecting and disconnecting to

confirm data transport stable.
3. TCP server supports similar RFC2217 and modbus TCP

4. At most K7 can receive 8 client to connect when work as TCP server. The max number of the client can be

connected can be set.

5. Under TCP server,K7 listens the local port and do not monitoring, if the questing number more than max

number you set, kick off the oldest one.
6. communication case:

K7 work in CP server mode, local port 23. Open the testing software and have the mode to be TCP client, writing

the remote IP and remote local port, the click connection and testing data transporting.
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4# USR-TCP232-M4,E45 V2.3.3.102 =li= ]

Device(D) 3] Help
Search List [Click a dewice to read parameters in the Search List] ﬁ
or

Device IP Dewvice Mame kA “ersion

Baudrate: [115200 o L)

Farity/Data/Stop: [FORE  ~|[a ~|[1 | @

FlowControl: [None - ] 7]
orle Mode: [TCF Server -] e
172.16.11. & (7]

[[] Clear ARF table
Q Search Dewice G234 (71
[[] Compatible with

ocal Fort: 23 (7]

search word (Hex) 4Bwte= FFO1010Z FFOl010Z i= uniwersal
TCF Serwer style: [Tra.nsparent transmi v] 7]
=| Open Dewice ] [&_‘ Dewice Restart] [‘@ Factory Reset ModbusTCF : [None v] 7]
Baze Sawe FackTime: ] ms (O7ES5) 7]
FackLen: o byte (071460) 7]

IF Type: |DHCEfdutoe IF - | (7]
Synchronize baudrate (RFC221T 7]
192, 184 0. & =) [] Enable USE Cloud (7]
Dewvice I

255 255.255. 0 7]

Communication Code

172, 16.11.1 (7]

% Save COML

[T IModi £y search word to: FFO10102 (Hex) 4Bytes

Full Shew + ] l 7 Base Sawe

On-line Device NUM:2 Search Port:1901

Diagram 4.2.2-2 TCP Server Setup Setting
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Current Status
Local IP Config
1

web to Serial

Misc Config

Parity:
Stop Bits: bit
Flow Mode:
UART Packet Time: [0 | (0~255)ms

UART Packet Length: [0 | (0~1460)chars
Sync Baudrate(RF2217 Similar):
Enable Uart Heartbeat Packet: []
IWork Mode: | TCP Server || Hone vl

TCP Server MAX Sockets: Up to Max | KICK

ILocaI,fRemote Port Number: |23 | 34 {1~65535)
PRINT: []
ModbusTCP Poll: [ Poll Timeout : | 200 (200~9999} ms

Enable Met Heartbeat Packet: []

Registry Type: | MNone v| Location Connect With

Work Mode: | NONE b

Save [ Cancel

Diagram 4.2.2-3 TCP Server Webpage Setting

StopB I‘I bit vl
@ Open |

—Recw Options

[~ Receiwe to file. ..
[~ #dd line return
[¥ Receiwe Az HEX

[T Receiwe Pause

Save. . . Clear

rSend Options

[~ Data from file ...
[~ Auto Checksum

[~ #Auto Clear Input

si USR-TCP232-Test RS232 to Ethernet Convert tester ==
File(F) Options(0) Help(H)

S ST —COM port data receive —Metwork data receive e ST

Potbum |COMT | | |[http://en usr. en Tinan USE Technelogy Co., Ltd (1] Protocal

couas 115200 < | TCP Cliert =]

[2] Server IP
DPait INDNE vl
a T 172.16 .11 .68
2 bit -
e [2] Server Port

23

I—
@ Discomec‘tll

rRecw Options

I Receiwe to file. ..
I 4dd line return
T Receiwe Az HEX

T Receiwe Fause

Save. .. Clear

rSend Options

I Data from file ...
T Aute Checksum

T Aute Clear Input

[~ Send As Hex 1T I~ Send As Hex
[~ Send Recycle Local]{ostl 172.16 .11 . 8 Portl I |~ Send Reeycle
Tnt al [1o000 Jinan USE Technology Co., http:/ en usr. en Tt el ITDUD oS
ntery: I ms= Ltd Send Send
Load .. Clear Load. .. Clear
| & Ready! [ Send: 0 [ Flecw: 0 Feset | (& Ready! [ Send: 96 [ Fecw: 0 Fieset

Diagram 4.2.2-4 TCP Connection Testing
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4.2.3. UDP Client mode

uUDpP
1P:192.168.0.200
Port:8234

Net data:BB

USR-K7
ote IP:192 16 0 201

—'
ote port:82
v
Net data:CC \Iet data:CC
0= |
Serial data 13 Port ort Scnal data 3
—

uDp
1P-192.168.0.201|
Port:8234

.. t—l‘—lcnonrarn

“

UDP
IP:192.168.0.201|
Pomt:20

Net data:DD

Diagram 4.2.3-1 UDP Client Mode
1. This mode belongs to UDP protocol.

2. UDP client is a wireless transport protocol, provide the transmission service that easy and not reliable. No
difference between the disconnecting and connecting, make the IP and port then send data to it. No requirement for

drop package. Small data package and fast frequency, send data to point IP.

3. Under UDP client mode ,K7 communicate with the remote port of the remote IP, if the data comes from other

tunnel, it will not be received by K7.

4. Under the UDP client, K7 can realize the UDP broadcast if the remote address is 255.255.255.255; meanwhile,

it also can receive the broadcast data. 3010 and above firmware supports broadcast in LAN, like XXX.XXX.XXX.255.
5. Communication case:
(D Build a UDP, the IP of the PC: 172.16.11.8, port:20108

@) K7 work in UDP client mode, remote port is 20108
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Device(D) (L) Help

Search Lizt [Click a dewice to read parameters in the Search List] ﬁ
or

4 USR-TCP232-M4,E45 v2.3.3.102 =N HoR <=

Device IP Device Mame [ Yersion
17216.11.68 USR-K7 CA52580 2266 3016
Baudrate: (115200 - @
\ Parity/Tata/Stop: [HBE  ~|[8 ~|1 ~| @
\ FlowContraol: [None v] 71
orle Mode: [LIIIP v] (71
7 \ hemotelP: 172, 16.11.8 (7]

= [7]Clear ARF table
L{‘ Search Dewice | femote Port: 8234 ]
[[] Compatible with
Local Fort: 23 (7]
zearch word {Hex) 4Bwtez FFO10102 FFO1010Z2 iz universal
Tranzparent transmi 7l
% Open Dewice :‘h Dewice Restart‘ ‘@ Factory Reset .-\\. Hone 71

Base Sawe PackTime: 0 ms (072551 (3
Faclden: 0 byte (0714600 (%)
IF Type: THCE fhata IE = | (70
Synchronize bauwdrate (RFCZZ1T (7]
192, 166.0.8 () [] Enable USE Bloud 7
555 555 255 0 | (2] Device NI
172 16111 @) Communication Co
% Save COML
[TIModify search word to: |FFOI0102 | (Hex) d4Bytes
Full Show + ‘ | %/ Base Save
On-line Device NUM:1 Search Port:1901

Diagram4.2.3-1 UDP Setup Setting
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Current Status Parity: |Mone ¥
Stop Bits: |1 ¥ | bit

Flow Mode: | NOME v

Local IP Config

TTL1

UART Packet Time: |0 (0~255)ms
Web to Serial UART Packet Length: |0 (0~1460)chars
Misc Config Sync Baudrate(RF2217 Similar): [«
Reboot Enable Uart Heartbeat Packet: [
Socket A|Parameters
Wark Mode: |UDP Client ¥ || MNone v
Remote Server Addr: [172.16.11.8 [172.15.11.8]
Local/Remote Port Mumber: |23 8234 (1~65535)

LUDP Mot Check Remote PORT: [
PRINT: [

ModbusTCP Poll: [ Poll Timeout @ 200 (200-9999) ms
Enable Net Heartbeat Packet: [

Reqgistry Type: | Mone ¥ | Location| Connect With -

Waork Mode: | MOMNE v

| Save || _ancel |

Diagram 4.2.3-2 UDP Webpage

@ Click the serial port send. Received data, the testing software remote IP and port change into IP and port for K7,

then click net send and send data to serial port.
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File( Options(Q) Help(t)

—COM port data iecaive ~Mezvcak, data receive “NedG e
PortMum IIIII'-'I‘I ;I htdp: ffen usr. en [Receive From 172.18.11.8 : 23] - {11 Frotocol
BaudR |110200 = (Tinan USE Techmology Coo, Lid | oOP ;l
[P iy |HDNE vI {21 Lol hoat 1P
I I II??.]E.'II.E
Datafl BB -

. 131 Lacal host part
StopB |1 = CRET]
B Close I @ Discunncctl

—Becy Options ~Reew Options—————
[T Receiwe to £ile. .. [T Baceiwe to file. ..
[~ hdd line retwrn [T 4dd line retwn
¥ Receiwe Az HEX

[T Baceiwe hz HEX
[~ Eaceive Faose

[™ Receive Pauss

Send DpLions

I~ Dats from fils ... I Data from file |
[T Aato Checksom

r duke Clesr l'n.p".ll.

m |_ Send As Hax
I Send Becyele BemodeIP: | 172,16 .11 . B Pert:

[T Send Becycle
Interval IWI! :l:n TEE Tecknology Co., Sad hitp:/fen uzr. on Send Interval 1000 nz
Lead .. Clear
& Ready! | Sand- 0 | Racy - 0 Fezet | (& Ready! | Send:160 |  PRecy: 16 Reset

Diagram 4.2.3-3 UDP Connection Testing
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4.2.4. UDP Server mode

Net data:BE

USR-ET
send ti the port
Net data-BB received data
.

—»
Serial data AA ., ;

lNet data:CC pert
| — D - oww w [ 3
Serial device Serial data:’EE

Diagram 4.2.4-1 UDP Server Mode

1. Do not check the original IP address basic on the common UDP, under UDP server mode, K7 received the UDP

data package and change the remote IP change into data original IP and port, the turn back to the last IP and port.
2. Used in communicating with several device and do not want to use the TCP for the high speed.
3. Application case:
(D set K7 into UDP server mode, local port is 23

@ Click two testing software, work mode:UDP; remote IP and port is the IP and port of K7. then click send, the
serial port will receive the data , click serial port send, the testing software will display the data that received by the

recent one communicating with K7.
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ﬁ USR-TCP232-M4,E45 V2.3.3.102
Device(D) H3Z(L) Help

Search Lizt [Click a dewice to read parameters in the Search List] ﬁ
or

Device IP Device Name MAC Yersion
7216.11.68 LSR-K7
Baundrate: (115200 > @
Parity/Tata/Stop: [HBE  ~|[8 ~|1 ~| @
FlowContraol: [None v] (71
rork Mode: [LIIIP Server - (71
1Tz 16.11.56 (71
[7]Clear ARF table
Q“ Search Dewice G234 ]
[[] Compatible with
Local Fort: 23 (7]
zearch word {Hex) 4Bwtez FFO10102 FFO1010Z2 iz universal
Tranzparent transmi 7l
% Open Dewice & Dewice Restart‘ “@ Factory Reset Home (]
Base Sawe PackTime: 0 ms (072551 (3
Faclden: 0 byte (0714600 (%)
IF Type: THCE fhata IE = | (70
Synchronize bauwdrate (RFCZZ1T (7]
192, 166.0.8 () [7] Enable USE Cloud 7
555 555 255 0 | (2] Device 10
172 16111 @) Communication Code
% Save COML
FFO10102 (Hex] 4Bvtes
Full Show + ‘ | %/ Base Save
On-line Device NUM:1 Search Port:1901

Diagram 4.2.4-2 Setup Setting Software
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Current Status
Local IP Config
TTL1

Web to Serial

Stop Bits:
Flow Mode:
UART Packet Time:

UART Packet Length:

Heartbeat Packet:

drate(RF2217 Similar);

Remot%ServerAddr: 17216118

1 ¥ | bit
MOME T
0 {0~255ms
0 {0~1460)chars
[Tl
J
Work Mode: |UDP Server 7] flone v
[M/A]
23 8234 (1~55535)

| ocal/Remote Port Number:

~ PRINT:
Modbusf P Poll:
Enable Net Heartheat Packet:

Registry

pe:

1 Poll Timeout : 200

Mone

MOME

¥ | Location| Connect With »

0 B|Parameters

Work Modd,

L

(200~9999) ms

Save

Cancel

Diagram 4.2.4-3 Webpage Setting
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ik USR-TCP232-Test RS232 to Ethernet Convert tester o] ]
File(F) Options(Q) Help(H)

COMSettings COM port data receive MNetwork. data receive M etS ettings
FartMum |CDM1 j (1] Pratocal
Baudr 115200 - Hoe
. l—_lv [2] Local host 1P
DPaity NONE IP and poxt for PC||172 15 .11 . 8
DataB |8 bi = [3] Local host port
Stopl |7 Bt hd 5234
3
@® Open 1 -@- Disconnect
Recw Options Becw Options
[ Receive to file. .. [ BReceiwe to file. ..
[ #dd line retwn [v &dd line retuwn
[ Receiwe Az HEYX |7 Receiwe Az HEY
[ BReceive Fausze [ EReceiwe Fausze
Save. . . Claar Save. .. Clear
Send Options Send Options
[ Data from file ... [~ Data from file ...
[~ #ute Checksum [~ huto Checksum
[ huto Clear Input Nodify here into IP and port of K7 [ huto Clear Input
[ Send Az Hex | |23 | [ Send Az Hex
[~ Send Recyele RemoteIF|172.16 .11 . 68 LA J [~ Zend Reeyele
- 1
Interwal |1000 Jinan USE Technology Co., http:/fen usr. en Interwal [1000 ms
i e Ttd Send Send
Load .. Clear Load. .. Clear
& Load. .. Send: 0 Fecy: 0 Resst | [& Load .. Send: 16 Fecy: 0 Reset

Diagram 4.2.4-4 Connection Testing

4.2.5. HTTPD client

1. Under the HTTPD client mode, user’s device send questing data to appointed HTTP server via K7, then K7

received the data from HTTP serve and analyze it and send to serial device.

2. No need to care of the data converse between the serial port data and net data package, easy parameters

configuring and can realize the serial device send questing data to HTTP server.

3. When sending data to HTTP server, the URL, header, remote IP, remote port and other information can be set
via K7, then save them. Every time send data, K7 will add URL and header. In terms of the returned data, user can

choose whether to drop the header.

4. Application case:

Jinan USR 10T Technology Limited 40/120 inquiry@usriot.com


http://www.usr.so/

&~ USR IOT

Be Honest, Do Best !

USR-K7  User Manual www.usriot.com

i) e ——
ELTETE SRS Wark Mode: | Httpd Client * || Mone v
Local IP Config Httpd Type: | GET v | Remowve Httpd Head [«
TTL1 A1.php?
Web to Serial Httpd URL(<100byte):
Misc Config
4
Reboot User_bgent: Mozillasd. 0
Httpd Client Header(<180bvyte):
4
Remote Server Addr: |test usrcn [MN/a]
Local/Remote Port Mumber: |0 a0 {(1~65535)
Server Response Time @ [10 (2~255)s
PRIMNT: |
ModbusTCP Poll: | Poll Timeout : |200 (200~9999) ms
Enable Net Heartbeat Packet: [
Registry Type: | MNone ¥ | Location Connect With
Waork Mode: | NOME v

I | Save |I Cancel |

Diagram 4.2.5-1 HTTP Client Webpage Setting

1. Set into HTTPd client mode via webpage, and set correspond remote IP and port.
2. Setting the HTTPD type, HTTPD URL and httpd client header

3. Hook whether remove HTTPD head when the data send back.

4. Then save them, and restart.

5. Open the serial port to send data and the serial data will submit to your webpage, meanwhile the serial device

also received the information that server return.

6. Detailed information can refer to the below diagram.
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N reg- K7 HITFPServer
Device

A HTTP HTTF
Serial data Data package Data package

_ o Data after K7 package

Device send requiring data GET /1 php?data=ABC HTTP/M 1
data=ABC Host: www_usr.cn-80

- User-Agent: Mozlla/d.0

Connection: close

Data HPPT server refirmn .

HTTPMA 1 200 Ok

Date: Wed, 24 Jun 2015 04:08:35 GMT
Server: Apachef2.0.63 in32) PHR/MG 2 4
¥-Powered-By: PHPS 2 14
Cache-Control: max-age=31104000
Expires: Fri, 18 Aug 2017 03:25:47 GMT HTTP
Content-Length:3
Connection: close SEeIVer
Content-Type: text’html

ABC

device ET

-

Analyze

Send back to device
ABC

I
-

Diagram4.2.5-2 HTTP Work Mode

4.2.6. Websocket

Webpage to serial port function can realizes the interaction between the serial port and webpage forK7. user’s

device data display to webpage, and realize the interaction between the webpage and device.
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TCP data
—_—

vod 1ap]
wod [ersg

-

Webpage build TCP client LUSRKT Serial device

Diagram 4.2.6-1 Websocket Mode

Web to serial port function display:
1. Setting web to serial port, default port:6432

2. Enter webpage, click the web to serial, bond out “connect success” and means that you can receive and send.

Open the Testing software, configuring the serial parameters then open the serial port.

3. Click to send ASCII code, serial receive the data. Click send in testing software, the webpage receive the data.

parameter

Local IP Config Websocket connection: 1

Current Status

Receiwve hex data
Wweb to Senal
Misc Config

Reboot
172.16.11.68 FRAMMET

connect success!

send ascii data || send hex data || clear |

Diagram 4.2.6-2 Web to Serial Webpage

Webpage to serial port, user should possess of some web program, design the webpage, asking their device data
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and deal with the data. Then the result will display on the web. After design the webpage, download the webpage to K7

according to the defined webpage to realize the development.
1. Build a connection and connect to K7

function connectx(){

try{

socket=new WebSocket('ws://"+window.location.host+':6432");

socket.binaryType = "arraybuffer";

}catch(e){

alert(‘error');

return;

socket.onopen = sOpen;
socket.onerror=skrror;
socket.onmessage=sMessage;

socket.onclose=sClose

2. Receive the data
function sMessage(msg)
3. Send data

function send()
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Chrome Supported in version 4+
Firefox Supported in version 4+
Internet Explorer Supported in version 10+
Opera Supported in version 10+
Safari Supported in version 5+

Form 4.2.6-1 Webpage Browser and Version

4.2.7. USR-VCOM

Software data' BB Soﬁ“are data:BB Soﬁware data BB 4
*% - -

—_— >

Serial data'AA Seml data AA Senal data'AA

’ serial et

Serial device port

port V-COM software PC serial software

E7

Diagram 4.2.6-1 VCOM

Receive the data assigned VCOM data, and send it in the data of net data using VCOM to solve the PC as a serial

port and can not connect with device,which is convenient for users.

E.g.
1. Take K7 in TCP Server mode as a server, which is convenient for user to change the computer and connected.
2. Setting the way to connect the VCOM and K7 manually:

@ Open the VCOM and add the serial port, choose the port: COM2(avoid the exist COM port) protocol use the TCP

client, remote IP set to the IP of the K7, remote port is the port of the K7. note fill the device name.

@ Click sure, observe if the connection is established, if the connection has established, and you can test the data

transport transmission.

3.More information reference the below:
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http://www.usr.cn/Search/getList/keyword/%E8%99%9A%E6%8B%9IF%E4%B8%B2%ES5%8F%A3/

4.3.  Serial Function

4.3.1. Serial port Basic Parameters

Device(D)) HZ(L) Help

4&# USR-TCP232-M4,E45 V2.2.3.102

Search List [Click a dewice to read parameters in the Search List]

Device IP Device Mame

17216.11.22

MAC
5C &5 25 23 F7 a0

Yersion
775

Q- Search Dewvice

[[]Clear ARF table

[] Compatible with

search word {Hex) 4Bytes

FFO1010Z

FFO10102 is uniwversal

Open Device

Qh Dewvice Restart‘

‘ @ Factory Reset

Baze Sawe

Full Shew + ‘

Type: |DHCEShuto IEF = [ (7)

192, 168.0. & (71

255.E255.255.0 (71

172 16.11. 1 (7)

FFO10102 [Hex) 4Eytes

| %/ Baze Save

Fortl

Baudrate: (115200 - | @
Farity/Data/Stop: [HU}TE v”S v”l V] (71
FlaowContral: [Hone v] (71
'ﬁ'ork.hlodei [TCP Client v] (7]
Remotl"'qllrz 172 16.11.8 (7)
Remotell"-%’orti 8234 (2)
A
Local Fort: 23 (7]
Transparent transmi (z)
ModbusTCF Hone - 72
FackTime: 0 ms (07255) (71
Paclden: n byte ([O714600  (7)
Synchronize Bandrate (RFCZ21T kg]
[T Enable USE Clopd (7]
Davice T
Communication Code
%" Save COML

On-line Device NUM:2

Search Port:1901

Diagram 4.3.1-1 Serial Port Basic Parameters

Serial basic parameters includes: baud rate, parity, data and stop

1. Baud rate: serial communication rate, can be set from:600~1Mbps, baud rate supports random baud rate.

Jinan USR 10T Technology Limited

46 /120

inquiry@usriot.com



http://www.usr.so/
http://www.usr.cn/Search/getList/keyword/%E8%99%9A%E6%8B%9F%E4%B8%B2%E5%8F%A3/

Be Honest, Do Best !

,OK‘@ USR IOT

USR-K7  User Manual www.usriot.com

2. Data: the length of the data, range from 5~8
3. Stop: can be set from 1~2
4. Parity: none, odd, even, mark, space.

Via setting serial port parameters, keep consistent with the device to make sure communicating.

4.3.2. Flow Control

Larta sIZe: (o ¥ | DIT
Current Status )
Parity: | Mone «

Local IP Config

Stop Bits: |1 ¥ | bit

TTL1 Flow Mode: | MOME r
—_——— ) NOME

3] . X55ims
web to Serial LUART Packet Time: RTS/CTS J
R UART Pabket Length: | XON/XOFF 460)chars

imilar): e
Rehoot Sync Baudrate(RF2217 Similar): |«

Enable Uart Heartbeat Packet: ||

Work Mode: | TCP Client || Mone v
Remote Server Addr: [172.16.11.8 [172.16.11.8]
Local/Remote Port Number: |23 q234 (1~55535)
Timeout Reconnection : |86400 (1~99999)s
PRIMNT: [
MadbusTCP Poll: [ Poll Timeout : |200 (200~9999) ms

Enable Met Heartbeat Packet: [

Registry Type: | Mone ¥ | Location| Connect With ¥
Work Mode: | NOME r

| Save | Cancel |

Diagram 4.3.2-1 Serial Flow Control

Flow control: the way for serial port flow control, users can choose to enable 485 or not, control the receive and
send for 485, 3010 and later default enable 485 control mode, under the condition that no hardware flow control,

enable 485.

1. NONE: default serial port mode, under this mode, 3010 and later version enable 485
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2. RTS/CTS: hardware flow control. The hardware flow control for K7 supports RTS/CTS.
3. Xon/Xoff: software flow control. 3010 and later version enable the software flow control.

Hardware or software flow control deal the serial port data for better. When the serial port received buffer data
out than the threshold value, inform the remote port stop sending data until complete buffering, then inform to deal

with data.

Usually used in the situation that rich in time.

4.3.3. Serial Port Mapping

R 8] Al
(10ms)

AR Al
(K E5FH)

o, 2000 O

The serial packing time and length of K7 can be set. Packing the serial port data according to the packing time and

packing length under the transparent transmission mode .

The frame mechanism of serial port is based on the packaging time and the packaging length. The case are as

fellow.

1. Packing time set as 10ms and the length as 512.

If the internal time for serial received the data more than 10ms, or the length more than 512, K7 send packing to

net when the serial port receive data.

2. If the packing time is 0 and the packing length is not O, only the packing length work; and if the packing length is

0 and he packing time is not O, only the packing time work.

3. Set the packing time is 0 ms and the packing length is O
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When the packing time is Oms, K7 works the default packing time: if the interval that serial port received data more

than packing time for send 4 byte, K7 send packing. E.g. baud rate 115200, 4 bytes packing time is:

T=0.4ms, (if the value less than 0.1ms. Packing time calculates as 0.1m:s.

T=1/baud rate*10*4

4. For the limit of the serial port speed, users should control the flow when K7 receive the data from net and send

to serial, or there will be data over flow in serial. So when send net data to serial, user should calculate the data flow.

E.g.

Calculate way: if sending M bytes need N s. the way to check for possible overflow methods (if the net situation is

ok, the time can be ignored ). The time for M bytes:

T=1/baud rate*10*m

If there is no overflow, M bytes of data must be transmit within Ns,
N>2T is require for K7 to work properly. If the baud rate is less than 9600, keep n>T.
Serial packing time: default is 4 bytes time, can be set from0~255.

Serial packing length:default 1460, can be set from the 0~1460.

4.3.4. Similar RFC2217

Similar RFC2217 is a simple RFC2217 protocol, working with the VCOM and changing serial port parameters

candynamically to realize the communication with variable serial port parameters.

Enable this function, using USR-VCOM can open this function,which can realize the serial baud of the PC software

and K7 automatically match. No need to pay attention to serial port baud rate setting.
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Device(D) H3Z(L) Help

§# USR-TCP232-M4,E45 V2.3.3.102 =R~

Search Lizt [Click a dewice to read parameters in the Search List]
Portl Port? | Port3 | Portd |
Device IP Device Mame MAC Yersion
192.168.1.140 CAS25 241D B0 775
172161168 USRKT SCAG258D 2266  3016] Baudrate: 115200 - @
Parity/Tata/Stop: [HBE  ~|[8 ~|1 ~| @
FlowContraol: [None v] (71
Worle Mode: [TCE Client >
RemoteIF: 192, 183. 0. 131 7l
) [7]Clear ARF table
L4, Search Device | Remote Port: GEES ]
1|:| Compatible with
Local Port: 5555 (7]
zearch word {Hex) 4Bwtez FFO10102 FFO1010Z2 iz universal
TCPF Serwer style: [Transparent tran=mi v] (71
é Open Dewice L Dewice Restart‘ ‘ @ Factory Reset ModbusTCE: [ v] (]
Base Sawe PackTime: 10 ms (072551 (3
Faclden: 200 byte (0714600 (%)
vt o
5 ’ Synchronize baudrate (RFC2Z1T 7
ModuleStatieIF: (71 I:‘ Ensble USE Cloud (7]
SubnetMask: (7] 12345673901 234567530
12345678
Gateway: (7]
4 ‘ % Save COML |
FFO10102 (Hex] 4Bvtes
Full Show + ‘ | %/ Base Save
On-line Device NUM:2 Search Port:1901

Diagram 4.3.4-1 Similar RFC2217 Function
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Device USE-ET Server
UART Intemet
= - & ,
Serial communication Wiraless commumnication
_Transmit data nmmaﬂy{gﬁmg} Transmit data normally )
Transmit data normally(9600) p Transmit data normally
RFC2217 can not transmit to device Change the serial into 115200
device TCPE < : -
Transmit data normallvi11 52{}0;'::; Transmit data normally T
Transmit data normallv(115200) ¢ Transmit data normally
Jﬂﬁmﬂ and transmit datanmmally(!x:;mi_ Transmit data normally S

Diagram 4.3.4-2 RFC2217 Function

For the encryption of data transmission in some industrial situation, some device will change the data length, baud,

parity and other parameters in the transmission, and K7 supports this function.

Protocol length is 8 bytes, details are as fellows. The value in example are in HEX type.

bytes 3 3 1 1

instr 3 byte to reduce | High in front, and the | data/stop/parity, | Four sum except the
miscalculation minimum is 600( 00 02 58 ) | next chart package head .

115200,N,8,1 | 55 AA 55 01C200 03 Cé

9600, N,8,1 55AA 55 002580 03 A8

Form4.3.4-1 RFC 2217 Function Protocol
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1:0 data bits select 00 5 data bits
01 6 data bits
10 7 data bits
11 8 data bits
2 stop 0 1 stop
1 2 stop
3 Parity enable 0 Disable parity
1 Enable parity
5:4 Parity type 00 OoDD
01 EVEN
10 Mark
11 Clear
7:6 none 00 Please fill O

Form4.3.4-2 Serial Port Parameters Basic Meaning

Enable Note:

1) When using RFC2217, click setting software RFC2217 to enable this function.

2) When the serial port parameters change, send the RFC2217 package, after K7 received the RFC2217 command,

modify the serial parameters and can not transparent transmission.

4.4. Special Function
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4.4.1. Heartbeat Package Function

Under Transparent transmission, have the K7 sent heartbeat package to net server or the serial port
Heartbeat package send to the net to keep connecting with server and works in TCP client and UDP client mode.

Send heartbeat package to serial port and instead of the query command from net to reduce the communication

flow.

3010 and above version supports heartbeat function which can send to serial and net.

Current Status Flow Mode: | NOME v
Local IP Config UART Packet Time: [0 {0~25E51ms
UART Packet Length: |0 (0~1460)chars

TTL1
Sync Baudrate(RF2217 Similar): [«

web to Serial —
Enable Uart Heartbeat Packet: [«

Misc Config

Uart Heartbeat Packet: |01234567389

Reboot HEX: [| ASCII: [«
Be=at Time: |30 {1~6E5535]s
work Mode: | TCP Client  * || Mone A
Remote Server addr: (172.16.11.8 [172.15.11.8]
Local/Remote Port Number: |23 8234 (1~B5535)
Timeout Reconnection : (86400 (1~99909)s
PRINT: [ |
ModbusTCP Poll: [ Poll Timeout : 200 (200~99997 ms
I Enable Net Heartbeat Packet: [ I
Registry Type: | Mone ¥ | Location| Connect With -
Work Mode: | MOME A

Save I Cancel

Diagram 4.4.1-1 Heartbeat Webpage
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device . USE- KT S ZETVEL
Fa @ A
] Serial heartbeat package __ Net heartbeat package [ |

T Al 1
ACK data ACK data
— -
Interval time Interval time
‘_Se:rial heartbeat package Net heartbeat package
ACK data | ACK data
Dev Ed TET
Fe -
*Smal heartbeat package Net heartbeat package  |"°"
ACK data ACK data
Interval time
Serial heartheat package R
|
ACK data ACK data
' ——

Diagram 4.4.1-2 Heartbeat Function

Note: net heartbeat package and serial heartbeat package can be not used.

4.4.2. Modbus Gateway

Modbus gateway includes modbus RTU transmission, modbus ASCII transmission, modbus RTU to TCP, modbus

polling and serial query.

2z (Modbus TCP)

- e uuo..'.-

Modbus RTU and modbus TCP:

bb (Modbus TCP)

USR-KT protocol convert

Diagram4.4.2-1 Modbus TCP

can realize the modbus serial port protocol and modbus net protocol convert.
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Net data BB -
Serial data AA = = Modbus Net device 1

a4
«

Net data CC
= _b - - Modbus Net device 2
T Serial data EE -
Serial device s l: tsh'iggn
least received data | | Net dataDD - -
f—— Modbus Net device 3
Serial data FF. | [

Diagram 4.4.2-1 Modbus TCP Polling

Modbus polling:supports more than one master PC query the data of slave PC, the timeout can be set. 3010 and

above version supports this function.

4.4.3. Registration Package

Under the net transparent transmission mode, user can have the module sent registration package to server to

recognize the original of the data or work as the authorization code for server function.

Registration can be sent when the connection build between the module and server, also it can inset a registration
package data in front of the data package. The data registered can be MAC address or the definition registration

package(at most the definition registration can be 40 byte.)
3010 and above version supports the registration package.

Send registration package when building connection usually used in the situation that connecting the server

needed to register.

Build connection

>
Send registration package:

Serial device USR-K7
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Diagram 4.4.3-1 Building send Registration Package

Carrying the registration package:insert the package in front of the registration and used in the protocol

transmission.

Serial data AA

Carrying registration
5 ymgreg

Package BBAA

S - e (6
Serial device

USR-K7

Diagram 4.4.3-2 Carrying Registration Package

Stop Bits: |1 ¥ | bit
Local IP Config Flow Mode: | NONE v

TTL1 UART Packet Time: 0 | (0~255)ms

I UART Packet Length: [0 |(0~1460)chars
. Sync Baudrate(RF2217 Similar): [+

Misc Config
Enable Uart Heartbeat Packet:
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Current Status

Woaork Mode: |TCF' Clent ||N|:|ne v |
Remote Server addr: |1?’2_1E_11_8 | [172.156.11.8]
Local/Remote Port Number: |23 | |8234 | (1~85535)
Timeout Reconnection : (1~899999)s
PRINT: [
MadbusTCP Pall: [ Poll Timeout (200~9999) ms

Enable Met Heartbeat Packet: ||

Registry Type: | USER Register ¥ | Location Connect With ¥ |

Met Registry Packet: |mﬂm~.f.usr.|:n |

HEX: | | ASCIL: |«
Waork Mode: | NONE v

Save Cancel

Diagram 4.4.3-3 Registration Webpage
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444. USR-cloud

Hg.%o, .g. ®

Device WiFi/2G,/3G/4G/ethernet  USR-cloud WiFi/2G/3G/45/ethernet Device

Diagram 4.4.3-1 USR-cloud

USR-cloud aim to solve the problem of the communication between device and device, device and upper
machine( android, 10S,PC).USR-cloud used to transparent transport the data, the device connected can access remote
data without modify.USR-cloud can used in remote monitor, the internet of things, the internet of cars and intelligent

house, so the K7 installed USR-cloud. More information can be scan http://console.usriot.com
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ﬂ USR-TCP232-M4,E45 V2.3.3.102
Device(D) (L) Help

Search Lizt [Click a dewice to read parameters in the Search List]

Device IP Device Mame

132.165.1.140

raC Yersion
SCARZH 241D B0 775

I‘IF"2.1E.11.EB USR-K7

SCA5258D 2266 301 EI

N,

N

[o]l & ]

Portl

Baudrate: | 115200 -

vJfe vl -]

Parity/Tata/Stop: |HONE

i

(_J\. Search Dewice

[7]Clear ARF table

[[] Compatible with

zearch word {Hex) 4Bwtez FFOL0102

FFOINI0Z 1= universal

é Open Dewice

:‘.-'.:_' Dewice Restart‘

‘ @ Factory Reset

Baze Sawe

Webzocket Fort: 5432 B

Web Fort: g0 3]
Dewvice ID: 1 =1 IF

Device ID Type: Diza » (7
Uzer Hame: admin i)

Password: admin il

Full Show + ‘

Device Hame:

Uzer MAC:

[TIModi £y search word to: |FFO10102

USE-ET (7
90 A5 25 ED 22 (%)

Type: |DHCR/Auto IF « [ (7)

192, 168.0.8 (7]
255,255, 255.0 (7]
1TE 16.11.1 (7]

(Hex] 4Bvtes

| %/ Base Save

FlowControl: [Home -
Work Mode: [TCE Client -
RemoteIF: 172.16.11.8

BRemote Fort: G234

Local Fart: 23

Tranzparent transmi

Hone -
clTime: 0 ms (072551
aTL 0 byte (071460

chronize baudrate (RFC221T

7l
7l
()
()
(7}
7l
()
7l
7l
()
()
(7}

Enable USE Cloud

Device ID O000MEE3000000000045

Communication Code 0000usyD

7

LY
-
% Save COML

TEEEES : 2

Search Port:1901

Diagram 4.4.3-2 USR-cloud Software Setting

Note: under the TCP client mode .

Also can be set in the webpage as fellows:
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Current Status Flow Mode: | NOME ¥

UART Packet Time: |0 {0~255)ms
Local IP Config
UART Packet Length: |0 (0~1460)chars
.
Sync Baudrate(RF2217 Similar); #
Web to Serial Enable Uart Heartbeat Packet:
Misc Config Socket A|Parameters
Work Mode: | TCP Client ¥ || MNone v
Reboot
Remote Server Addr: cloud.usr.cn
[192.168.0.201]
Local/Remote Port Number: |23 15000 (1~55535)
Timeout Reconnection : |86400 (1~999940)s
PRIMT:
ModbusTCP Pall: Poll Timeout : [200 (200~9999) ms
Enable Net Heartbeat Packet:
Reqgistry Type: | USRE Cloud ¥ | Location| Connect With

Device ID: |00004253000000000046

Communications Code: (0000usr0

Socket B|Parameters
Work Mode: | NOME r

|Sa_~.fe| Cancel

Diagram 4.4.3-3 USR-cloud Webpage Setting

USR-cloud software is a platform for communication between devices and PC software. The cloud software is
mainly used for data transmission or monitoring remotely. This function only works in TCP client mode and supports the

devices with firmware 3009 and later versions.

»  Login link of USRIOT Cloud: http://console.usriot.com

» Remote server address: console.usriot.com

»  Local port: The port of device, Remote port: Cloud software’s port

»  Device ID: It is assigned to device by cloud software

» Communications Code: Password generated after adding the device to cloud software

The following is test account of USR-cloud:
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Account:jin321_

Password:1987322

4.45. Net Printing

Printing data
“} '
PC1
Printmg data @ u
> 3
J Printing data | ,(‘1
PC2
Fouter
Printing data |
Printing data 4 i
= usm7 Serial port
PC3

Diagram 4.4.5-1 Net Printing

K7 can connect with the serial printing, operating the printing via net, and change the serial printer into net printer,

3010 and above version supports this function.

Testing way:

1. Configuring module parameters:work mode:TCP server, local port:9100
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Current Status Parity: | Mone ¥

Local IP Config Stop Bits: |1 ¥ | bit

Flow Maode: | NOME v
) UART Packet Time: |0 (0~255)ms
Web to Senial
UART Packet Length: |0 (D~1460)chars
Misc Config o
Sync Baudrate(RF2217 Similar): |#

Reboot

Enable Uart Heartbeat Packet:

Socket A|Parameters

Waorl: Mode:
TCP Server MAX Sockets:

ocal/Remote Port Number:

TCP Server »

8 Y UptomMax KICK ¥
9100 23

Mone v

(1~65535)

PRINT:

||

ModbusTCP Poll:
Enable Net Heartbeat Packet:

Registry Type:

Work Mode:

[ Poll Timeout : 200

Mone

MNOMNE v

(200~9999) ms

¥ | Location| Connect With

Save

Diagram 4.4.5-2 Net Printing

4.4.6. Customize Webpage

Cancel

K7 supports customize webpage. The user can upgrade their webpage into K7 via customize webpage. To be more

convenient for user, we have prepared upgrade webpage package

Including webpage code(K7 default webpage code and medium webpage code), webpage tools can be download.
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f — B
Q M4&K3—cu5tom—webpage.rar|» WinRAR (FEfSEE) EIM

T B0 TRE) WERO0) EAN BEH)
FUD WO 8 Y

: me == Bk = =B | gEms =B B SEEES

&

=5 ) wh EEEA ER iemEE CRC32

@ (TCP) TCP232-MA&EASEFIMAEEN METH V1.2.pdf 308,048 389,796 Foxit Reader PDF.. 2015-04-13 11:30 8B2173C1
B it 14z #] 398,048 T )

Diagram 4.4.6-1 Package Update
Steps to realize the customize webpage:
1. If you will customize webpage, please contact with the USR supports or the sale.

Modify the webpage code, open “UpgradeHtml.exe”, destination IP is the IP of K7, the final name of file is “fs”,
product choose the”M4”, then click the upgrade.

Chinese

Destination [P I'I 9216807

Select Product@m " E45
Select Path @ I\webpage zelf-defing' 3 webpagetfz gl

‘ 4 ’ Upgrade |

Bin save finished |Not Connected

Diagram 4.4.6-2 Webpage Upgrade

4.4.7. Customize MAC

The unique MAC in the world for K7, can be check in the webpage. If the user have special demand, can set instant

MAC via webpage. Please do not all F. restore to the factory setting and the MAC will be back to the factory MAC.

The below is MAC setting webpage.
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Local IP Config Module Name:

Webserver Port:

USR-K7
6432
g0

Web to Senal

Yc-a5-25-3d-22-66

Reboot

MAC Address:

Misc Config
ser Name;
Pass Word:

Buffer Data Before Connected:

Reset Timeout:

admin
admin
| |

3600 {60~55535) 5

——
| Save Il Cancel |
I —

Diagram 4.4.7-1 Customize MAC

4.4.8. Restart Timeout

Restart timeout( no data restore) used to keep K7 long time stable work. When net port can not receive the data,

or have note receive data for long time, K7 will restart in the time to prevent the communication from the abnormal.

The time can be set via webpage and AT command, range from 60~65536s, default value is 3600s. When the time less

than 60s, default is O which means that disable this function.
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parameter

Local IP Config Module Name: |USF{-K? |

TTL Websocket Port @ 6432
Webserver Port:
Web to Senal

MAC Address: 9c-a5-25-8d-22-66 |

Current Status

User Mame: |au:|mir1 |

Reboot

Pass Word: |au:|mir1 |

Buffer Data Before Connected: ||

Reset Timeout: (3600 (E0~85535) 5

Save l Cancel

Diagram 4.4.8-1 Reset timeout
4.4.9. Clear Buffer Data

Before data connection, data serial port received will be put in the buffer zone. K7 serial received buffer:2Kbyte.
After connecting the TCP connection, clear the buffer data or not can be choose in the webpage, default do not clear. If

user enable the short connection, this function will do not work.

Current Status
Local IP Config Module Name: |L.ISF€-KT |

Websocket Port @ |B432
Webserver Port:
Web to Senal

MAC Address: 9c-a5-26-8d-22-66 |

Misc Config

User Name: |a|:|mir1 |

Reboot

Pass Word: |a|:|mir1 |

Buffer Data Before Connected: [ |

Reset Timeout: [3600 (B50~65535) s

Jinan USR 10T Technology Limited 64 /120 inquiry@usriot.com


http://www.usr.so/

'.K® USR IOT

!
Be Honest, Do Best ! USR-K7  User Manual www.usriot.com

Diagram4.4.9-1 Clear Buffer Data

4.4.10. Short Connection

Used to save the server resource, used in the situation that several point to one. Short connection make sure all

the connection can work, do not need any extra way to filtrate.

TCP short connection can used under the TCP client mode. Enable the short connection and send data, if there is

no data received any data in serial port or the net port, it will disconnect.

Default disable, the interval time can be set, range from 2~255s, default 3s. setting diagram are as fellow:

Current Status Stop Bits: |1 ¥ | bit
Local IP Config Flow Mode: | NWOME v

UART Packet Time: |0 (0~255)ms
web to Serial UART Packet Length: |0 (0~1460)chars

] Sync Baudrate(RF2217 Similar): |+
Misc Config
Enable Uart Heartbeat Packet: [ |

Socket A|Parameters
Work Mode: | TCP Client ¥ || Short Connection ¥

Remote Server Addr: 172.16.11.8 m?]r;T}LISTCF' 132.16.11.8]
Local/Remote Port Mumber: 23 82
Timeout Reconnection : 86400 KINL:;;:% |
Disconnect Time : |3 (2~255)s
FRINT: [
ModbusTCP Paoll: [ Paoll Timeout : 200 (200~.9999) ms

Enable Net Heartbeat Packet: ||

Registry Type: | Mone ¥ | Location| Connect With »

Work Mode: | NOMNE v
| Save ICanceI

Diagram 4.4.10-1 Short Connection
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5. Parameters Setting

This character shows how to set K7 parameters to realize the application.
The way to set K7 including setup software, webpage setting and serial port setting.
Configuring steps:

Modify the user name and password-> setting the access way to the IP address—> serial parameter— the related

parameters for working method.

To ensure the normal using of software, the following steps are necessary
1.When using setting software to setting parameter, K7 and the PC of the setting software are in a LAN.
2.Close the antivirus software and firewall software.

3.Close the irrelevant network card.

5.1. Net Protocol Setting Parameters

5.1.1. Setup Software Setting Parameters

Click setup software and search K7, searched all K7. Display the device IP, device name, MAC and version for K7.
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§# USR-TCP232-M4,E45 V2.3.3.102 o] @ s
Device(D) H3Z(L} Help
Search List [Click a dewice to read parametersz in the Search List] m
or
Device IP Device Mame AT Wersion
192.168.1.140 A2 21D B0 775
fi7267768 USRE? SCABZGAD 2266 a01E | Baudrate: | 115200 - @
|
Parity/Tata/Stop: [HOME  ~|[8 ~|[1 =] @
FlawControl: [None - ] (7]
Work Mode: [TCP Client - ™
- EemotelF: 172.16.11. 8 (7
) [T Clear ARF table
L4, Search Device Remote Port: 8234 (7]
[[] Compatible with
Local Fort: 23 (7]
zearch word {Hex) 4Bwtez FFOL0102 FFOL1010Z iz universal
Tranzparent tranzmi 7]
é Open Device L Dewvice Restart‘ ‘ @ Factory Reset ModbusTCE: [None - %)
Baze Sawe PackTime: 0 m= (07255 ]
Webzocket Fort:B432 (71 Dewice Hame:  USE-ET (7] FackLen: i] byte (0714800 (7]
Heb Port: 80 (71 Uszer MAC: OC AS 25 8D 22 () Synchronize baudrate (RFC221T 7]
Dewice T 1 7y IF Type: ) [¥] Enable USE Cleud )
Dewice ID Type: Diza = [7) 192 188. 0.8 () Device ID OO00CMZ53000000000045
Taes Temas admin (71 255, 255, 255, 0 () Communi cation Code 0000usrO|
Password: admin 3] 17z 16.11.1 )
%" Save COML
[TIModi £ zearch word to: FFOIOI0Z | (Hex) 4Bytes
Full Show + ‘ | %/ Base Save
R s : 2 Search Port:1901

Diagram 5.1.1-1 Searching

1. Click the K7 you searched. At first you should check the password, if the password is correct, there will show the
information for K7, if the password is error, software will bond out the window that you should enter the username and
password, the click enter. Both default username and password are admin. All the default parameters setting and there

will not bond out username and password.
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& USR-TCP232-M4,E45 v2.3.3.102 (=]l & |[=]
Device(D) HZZ(L) Help

Search Lizt [Click a dewice to read parameters in the Search List] —IP i
or
Device IP Device Mame raC Yersion
17216.11.68 USR-K7 GCAS 258D 2266 306
Baudrate: (115200 > @
Parity/Tata/Stop: [HBE  ~|[8 ~|1 ~| @
FlowContraol: [None v] (71
Work Mode: |ICP Client >
FKemoteIF: (71
- l [7]Clear ARF table
L) Saach Tlared Remote Port: (7]
UsrMame or Password Errorl
Local Port: (71
search wo
-~ - . — Tranzparent transmi (7]
ap  admin b
= Open ) ModbusTCE: Hone - @)
Base Sawe PackTime: ms (072551 (3
Websocket l £ oK l . @ Cancel | PackLen: byte (714600 (7
Heb Fort: T gy AL ) Synchronize baudrate (RFC221T (7
Dewice ID: i?) IP Type: |DHCE/Auto IF = | (7) [#] Enable USE Cloud (73
Devies 0/ Typel Dizs <] () @) Device ID 00004283000000000045
Uzer Hame: 7 (7) Communication Code 0000usr0
Password: ) 7
% Save COML
[TIModify search word to: |FFOI0102 | (Hex) d4Bytes
Tidy Show - ‘ | %/ Base Save
UsrMame aor Password Errorl On-line Device NUM:1 Search Port:1901

Diagram 5.1.1-2 Username and Password

2. Basic Parameters setting

Click Tidy Show and you will see all the basic parameters we can set, setting the parameters you need, and then

base save, and you can save the parameters you set, keep others in default.
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§# USR-TCP232-M4,E45 V2.3.3.102 =R~
Device(D) (L) Help
Search Lizt [Click a dewice to read parameters in the Search List] ﬁ
or
Device IP Device Mame MAC Yersion
Baundrate: (115200 > @
Parity/Tata/Stop: [HBE  ~|[8 ~|1 ~| @
FlowContraol: [None v] (71
Worle Mode: [TCE Client >
RemotelF: 172.16.11.8 (7
~ [7]Clear ARF table
(_J\. Search Dewice | Remote Port: 8234 ]
[[] Compatible with
Local Fort: 23 (7]
zearch word {Hex) 4Bwtez FFO10102 FFO1010Z2 iz universal
Tranzparent transmi 7l
% Open Dewice :‘h Dewice Restart‘ ‘ @ Factory Reset ModbusTCE: Home - (]
Faze Save PackTime: 0 ms (072551 (3
Webzocket Port: B432 (71 Dewice Wame:  USE-ET ] Faclden: i] byte (0714801 (7]
Heb Port: &0 (7] Uszer MAC: OC AS 25 8D 22 (7) Synchronize baudrate (RFC221T 7]
Dewice ID: 1 i?) IP Type: |DHCE/Auto IF = | (7) [[] Enable USE Cloud (73
Dewice ID Type: Diza = (7] 192.168. 0.8 7] Tevice ID
Uaer TEnas admin (7] 265, 2E5, 255.0 (7] Communication Code
Password: admin ) 17z 16.11.1 7 )
% Save COML
[TIModify search word to: |FFOI0102 | (Hex) d4Bytes
Tidy Show - ‘ | %/ Base Save
On-line Device NUM:1 Search Port:1901

Diagram 5.1.1-3 Basic Parameters

|II

® Websocket port: refer to the character “ webpage to serial”, this port is the webpage to serial port
® \Web port: the default port to access the webpage is 80.

® Username: the username forK7 to log in, the certification code to modify the parameters which can prevent other

user in the same LAN from changing K7 parameters.
® Password: as the username, the password for K7.

® Device name:default USR-K7 and can be modify
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® User MAC: the MAC address of the K7

® [P address type: static IP and DHCP

® Module static IP: the static IP for K7, keep it in the same LAN with your router.

® Subnet mask: default is 255.255.255.0

® Gateway: usually is the IP for router, setting correctly and user can communicating across the LAN and DDNS.

3. Port setting

Modify the parameters you need to setting then save them.

ﬂ USR-TCP232-M4,E45 V2.3.3.102
Device(D) H3Z(L) Help

Search Lizt [Click a dewice to read parameters in the Search List]

Device IP Device Mame Yersion

Fortl

172161168 USRK7 o0 2266 3016
Baundrate: (115200 > @
Parity/DatafStop: [NOKE ~|[& |1 =] @
FlawContraol: [Hone v] (71
Worlk Mode: |TCP Client - @
RemoteIF: 172.16.11.8 (7
~ [7] Clear ARF table
(_J\. Search Dewice | Remote Port: G234 (7]
[] Compatible with
Local Fort: 23 (7]
zearch word {Hex) 4Bwtez FFO10102 FFO1010Z is universal
Transparent transmi 7l
=| Open Dewice :‘h Device Restart‘ ‘ @ Factory Reset ModbusTCP: Home - 71
Base Sawe PackTime: 0 ms (072551 (1
Webzocket Port; 5432 7]  Dewice Hame:; USE-ET (7] Facklen: a0 byte (071460) (7]
Heb Port: &0 (7] Uszer MAC: OC AS 25 8D 22 (7) Synchronize baudrate (RFC221T 7]
Dewice ID: 1 7y IF Type: |DHCE duto IF = | (7) [[] Enable USE Cloud (7)
Dewice ID Type: Diza » (7] 192, 168. 0.5 7] eI e 1D
Taer Temas admin (7] 255, 255, 255.0 (7] Communication Code
Password: admin ) 172, 16.11.1 (7) _
%/ Save COML
FFO10102 [Hex] 4Fwtes
Tidy Show - ‘ | %/ Base Save
On-line Device NUM:1 Search Port:1901
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Diagram 5.1.1-4 Serial Port Parameters
Baud rate: serial port communication baud rate, can be the standard baud rate or customize.
Parity/ data/ stop:serial parameters: parity:none, odd, even, mark, space; data:5,6,7,8; stop:1,2.

Flow control: None/RS485/Hardware, Hardware means hardware flow control, none or RS485 means no flow

control.
Work mode: TCP Server /TCP Client/ Httpd Client/UDP Client/UDP Server

Remote IP/remote port:the IP and port of server connected when K7 work as a client including TCP Client/ Httpd

Client/UDP Client

Local port: the port that K7 build connection, recommend set to be 0 when K7 work as TCP client, which means

build in random connection.

TCP server style: none

Modbus TCP: setting when using the modbus TCP to modbus RTU
Pack time and packlen: used in the serial port mapping
Synchronize baud rate(RFC2217)

4. Firmware upgrade:

If the module firmware need to upgrade to the high vision,user can consult with sales to get the upgraded

firmware and click the device, upgrade the vision. When you upgrade it, connect directly the device and PC and notice

that PC upgrading module is forbidden.

Select the device, then choose upgrade the firmware.
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ﬁ USR-TCP232-M4,E45 V2.3.3.102 = || B ES
Device(D) | F3Z(L) Help

carch Lizt [Clicl a dewice to read parameters in the Search List] —IP i
or
- i
FITMWAre T rajde )
6EVIC agne ~. MALC Yersion

8

Device IP
172.16.11.68 USRH-K7 TGCAS25E0 2266 3016

Baudrate: (115200 - @

Parity/Tata/Stop: [HHE  ~|[8 ~|1 ~| @

Firmware Upgrade E 71

turn off antivirus software and firewall, and then upgrade! o (7]

Selact Clie =)

Ou Search Dewice

Cliert IP &ddres 172.16.11.68 )

| [7] Clear ARF
[] Compatibl

Client MAC Address: CAS 2580 2266 (71

E (71

zearch word {Hex) 4Bwtez FFOL0102 FFOL1010Z iz univer

é Open Dewice L Dewice Restart‘ @ Factu Select binfile E 1
Base Sawe B 1 (7]
Webzocket Port: B432 (71 Dewice Wame:  USE-ET -*"""'—.-.—H_ MED) (7]
¥eb Fort: &0 (7] User MAC 9C A5 25 [ P ] | % Bl | 07
Dewice ID: i 27 IF Type: |DHCE/Auto (7

| I}
Dewice ID Type: Diza = (7] 192 185 0.5 (6]
Uzer Name: admin ] 205, 255 255.0 (™)
Password: admin [ica] 1Tz 16.11. 1 ]
% Save COML
[TIModify search word to: |FFOI0102 | (Hex) d4Bytes
Tidy Show - ‘ | %/ Base Save
On-line Device NUM:1 Search Port:1901

Diagram 5.1.1-5 Firmware Upgrade

5.1.2. Setting Protocol Setting Parameters

Via the protocol, you can complete: search, set, save parameters, restore. For user to make their own setup parameters.

1. Net setting parameters steps

@O Built socket:
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Build a UDP socket, remote IP :255.255.255.255, remote port:1901.
@ Setting command steps

»  Send searching order on the internet.

» K7 return the IP address and MAC.

>  Net port read the parameters of K7.

» Combine the MAC address the username, password and the parameter that need setting to be a setting

command.
»  Send setting command.
» K7 return setting right.
»  Upper send storage setting command.
» K7 return setting right.
»  Restart command.
»  The return command of K7 right (wrong).

2. Net setting command content

@O Command query

search FF 01 01 - - - 02
[usrname]

restore FF XX 02 [MAC] - XX
[password]
[usrname]

Read setting | FF XX 03 [MAC] - XX
[password]
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Storage [usrname]
) FF XX 04 [MAC] - XX
setting [password]
[usrname] basic
basic setting | FF XX 05 [MAC] XX
[password] parameters
serial port O [usrname] serial  port
) FF XX 06 [MAC] XX
setting [password] parameters
serial port 1 [usrname] serial  port
. FF XX 07 [MAC] XX
setting [password] parameters
serial port 2 [usrname] serial  port
) FF XX 08 [MAC] XX
setting [password] parameters
[usrname]
USR-cloud 0x10 | [MAC]
[password]

Form 5.1.2-1 Command Query

Note: the parity is sum parity: begin at the length add to the first digit of the parity. The sum is the value to parity,

and reserve the lower bits.
@ Some command example
»  Search command
Search command is: FF 01 01 02, parity sum 02 =01 + 01.
»  Restore command
FF 1302 D8 B0O4CCOOD 6561 64 6D 69 6E 00 61 64 6D 69 6E 00 2D
parity sum:
2D=13+02+...+6E+00

Note: username and password are 5 bytes+00, fill the blanks with 0
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»  Read setting command

Send (16bits): FF 13 03 D8 BO 4C CO 0D 65 61 64 6D 69 6E 00 61 64 6D 69 6E 00 2E

»  Storage setting command

Send (16bits):FF 13 04 D8 BO 4C CO 0D 65 61 64 6D 69 6E 00 61 64 6D 69 6E 00 2F

(3 detailed example for some command

»  Basic parameter setting command

0000

Name bits E.g. Instr
Uc Sequence Num 1 XX Fill what you read
Uc CRC 1 XX Fill what you read
Uc Version 1 XX Fill what you read

IP address type
Uc Flags 1 80

8™ is 0: DHCP: 1: static IP
Us Location URL Port 2 2019 Fill what you read
Us HTTP Server Port 2 5000 HTTP server port
Uc User Flag 1 Fill what you read
Ul Static IP 4 3800 A8 CO Static IP
Ul Gateway IP 4 01 00 A8 CO Gateway
Ul Subnet Mask 4 00 FF FF FF Subnet Mask

55 53 52 2D 54 43 50

Uc Mod Name 16 32 33 32 2D 45 00 00 | Name for K7
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Username 6 61 64 6D 69 6E 00 username

password 6 61 64 6D 69 6E 00 password

Uc Net Send Time 1 Fill what you read

Ui ld 2 0100 device ID
Device ID type(0~3)
0:no use

Uc Id Type 1 00 1:send ID when connect
2:send ID when send data
3:both

ucUserMAC 6 FF FF FF FF FF FF Device MAC address

ucReserved 8 Unused

Form 5.1.2-2 Basic Parameter Web Setting
e.g.

FF 56 05 D8 BO 4C CO OD 65 61 64 6D 69 6E 00 61 64 6D 69 6E 00 04 78 03 00 20 19 50 00 02 07 00 A8 CO 01 00 A8 CO
00 FF FF FF 5553 52 2D 4B 33 00 00 00 00 00 00 00 00 00 00 61 64 6D 69 6E 00 61 64 6D 69 6E 00 02 01 00 00 D8 BO

4C CO 0D 65 10 0E 0000 01 000000 31

»  Port parameters command details

Name Bits E.g. Instr

Ul Baud Rate 4 00C20100 Serial port baud rate

Uc Data Size 1 08 Serial port data bits(0X05/0x06/0x07/0x08)
Serial port parity

Uc Parity 1 01
1:no, 2: odd, 3: even, 4: mark, 5: space
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Uc Stop Bits 1 01 Serial port stop(0x01/0x02)
Uc Flow Control 1 00 Serial port flow control(0x01: no, 0x03: HW)
Ul Telnet Timeout 4 00 00 00 00 Time for net reconnection
Us Telnet Local Port 2 1700 Local port
Us Telnet Remote Port 2 1700 Remote port
313932 2E3136382E
302E 310000000000 | Send the IP address or domain name in ASCII code,
Ui Telnet URL 30
0000000000000000 | £.g:92.168.0.1
000000000000
Ul Telnet IP Addr 4 00 000000 No effect, set randomly
Special selection
Enable modbus function: 0x010(bit2)
Uc Flags 1 02
Enable similar RFC2217 function: 0x08(bit3)
Enable USR-cloud function: 0x010(bit4)
Work mode:
Uc Work Mode 1 03 0: UDP, 1: TCP Client, 2: UDP Server, 3: TCP Server, 4:
HTTPD Client
uiPackLen 4 C8 000000 Serial packing length
ucPackTime 1 0A Serial packing time
ucTimeCount 1 91 Fill what you read
TCP server type 1 1 Fill what you read
ucReserved 4 random Reserve to extend

Form 5.1.2-3 Serial Port Parameters
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E.g.

FF 52 06 D8 BO4C COOD 65 61 64 6D 69 6E 00 61 64 6D 69 6E 00 00 C2 01 00 08 01 01 01 000000001700 17
00313932 2E3136382E302E 3230310000 000000000000 0000000060000 00000O00O00OO0000090300
0000000000810101010185

3. Net return the command

(@O The result of search command return

TAG_STATUS 0 FF
Packet_length 1 24
CMD_DISCOVER_TARGET 2 01
Board_type 3 00
Board ID 4 00
Client_IP_address 5~8 CO A8 0007 device IP( higher in front )
MAC_address 9~14 ACCF 23 20FE 3D device MAC( higher in front )
DO 07 : Firmware version( lower in front)
12 34: encryption version, others are not encrypted
Firmware_version 15~18 | D0071234 version; encrypted version can upgrade the encrypt
program and no encrypted one should analyze the
encryption then send.
55 53 52 2D 54 43
Application_title 19~34 | 50 32 33 32 2D 35 | device name
30300000
(this value can be ignore)
checksum 35 FO

Check sum initial value is 0x00, reduce every bits of

TAG_STATUS in ordertill the last bit, and the result is

Jinan USR 10T Technology Limited
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checksum.

Form 5.1.2-7 Return Command

e.g.
search command returned result(36 bytes):
FF 24 01 00 00 CO A8 01 6B D8 BO 4C CO 0D 65 C3 0B 01 00 55 53 52 2D 4B 33 00 00 00 00 00 00 00 00 00 00 8E
Parity is minus the sum parity, original value is 0x00, then minus every bytes one by one as below:
Ox8E=00-FF-24-01-00-4B-...-31-00-00

@ Restart command return result
Respond (4 bits): FF 01 02 4B if the password right 4B = 'K’

FF 01 02 45 username password wrong 45 ='E'

(3 Read order command return result
Return all the parameters of K7 net, totally 180 bytes without parity
No protocol and return directly
Returned content:180 bytes(basic parameters + serial parameters+ USR-cloud)

@ Storage setting command return result
Correct:
FF 0104 4B

® Other return
Parity and return: return 'E' + right value:
Correct perform: FF 01 CMD'K":
Username password wrong return: FF 01 CMD‘P":

Other wrong return: FF 01 CMD‘E".

Jinan USR 10T Technology Limited 79/120 inquiry@usriot.com


http://www.usr.so/

Be Honest, Do Best !

,‘x@@ USR IOT

USR-K7  User Manual www.usriot.com

5.2. Webpage Setting Parameters

Open the browse and enter the IP of K7,( default is 192.168.0.7) and user can open the K7 login windows. Enter

username:admin, password:admin, then click enter and enter the webpage.

EEHITEHIIE

http://172.16.11.68 EFEHEEEHE,
BRI EREEE.

AFE: admin

=75 st.-**x-x-l

Diagram 5.2-1 Username and Password

Click the English on the right up, change the language.
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Version: v3016

Current Status parameter

Local IP Config Module Name: USR-K7 :

- * Run time:
Firmware Revision: 3016 run time means
the minutes
Current IP Address: 172.16.11.68 since latest
reboot

TX/RX Count:

Run Time: Oday: Ohour: 1min TX/RX count give
us a calculation
T¥ Count(ETH) : 0/ bytes of the total byte
we have been
RX Count{ETH) : 0/ bytes received or send.

Web to Serial
. MAC Address: 9c-a5-25-8d-22-566
Misc Config

Reboot

Conn Status(ETH)A: CONNECTED

Conn Status(ETH)B: IDLE

Diagram 5.2-2 Language

Note: default is English.

1. Current status webpage

® Module name: default is USR-k7

® Firmware revision: the current version is 3016

® Current IP address: default is static IP(192.168.0.7),here using DHCP to connect the PC.
® NAC address

® Run time: count time from power on.

® TX count(ETH): the send number of the data from power on.

® RX count(ETH):the received number of the data from power on.

® Conn status(ETH): using in the debugging, check the connection.

2. Local IP config
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Local IP Config IP Type: | DHCRP/AutolP - |
Static IP: 192 |-[168 . |0 |8 |
Web to Serial
Submask: 265  |.[255 |.[255 |.[0 |
Misc Config
Reboot Gateway: 172 |-[16  [.11 |-/ |
Dns Server: 208 |-|67 |22 |.222 |

| Save || Cancel |

Diagram 5.2-3 local IP

® [P type: DHCP or static IP
®  StaticIP

®  Sub mask:subnet mask

® Gateway:gateway address

3.7TL1
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Baud Rate: 115200 bps{600~230400)bps

Current Status

Local IP Config

Data Size: |8 ¥ bit
Parity: | Mone ¥

Web to Senal Stop Bits: |1 | bit
Misc Config Flow Mode: | NONE ¥
ime: 0~255)ms
Reboat UART Packet Time: 0 { )
UART Packet Length: |0 (0~1460)chars

Sync Baudrate(RF2217 Similar): &
Enable Uart Heartbeat Packet: | |

Work Mode: |UDP Server ¥ || None v
Remote Server Addr: (172.16.11.8 [N/A]
Local/Remote Port Mumber: (23 8234 (1~65535)
PRINT: [
ModbusTCP Poll: || Poll Timeout @ 200 (200~9999) ms

Enable Met Heartbeat Packet: ||

Reqgistry Type: | Mone ¥ | Location| Connect With

Work Mode: | NOME r

| Save || Cancel |

Diagram 5.2-4 Port 1 Parameters Configuring

® Baudrate

® Data

® Parity

® Stop bits

® Flow mode: none/ hardware

® Port mapping: UART packet time and length can be set here
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®  Similar RFC2217

® Enable UART heartbeat package

® \Work mode: TCP server,TCP client, UDP server,UDP client, HTTPD client
® Remote server address

® [ocal/ remote port number

® Print:net printing function,default disable

4. Web to serial

Local IP Config |WEbsucket connection: Dl

1 Feceive hex data

Web to Senal

Misc Config

Reboot 172.16.11.68 & ¢

connect success!

| BINWTIRETIAE.

send ascii data || send hex data || clear |

Diagram 5.2-5 Webpage to Serial

5. Misc Config
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Current Status

Local IP Config

Web to Senal

Misc Config

Reboot

([ ]

® \Websocket port
® Net port

[ ]

® Username

® Password

[

([ ]

function disable.

6. Reboot

parameter

Module Name:
Websocket Port .
Webserver Port:
MAC Address:
User Name:

Pass Word:
Buffer Data Before Connected:

Reset Timeout:

USR-KT

5432

80
9c-a5-25-8d-22-66
admin

admin

3600 (60~65535) 35

| Save || Cancel |

Diagram 5.2-6 Misc Config

Module name:default:USR-K7 and can be change

MAC address( can be modify)

Buffer data before connected: whether to clear the buffer data.

Reset timeout: after set time interval, serial or net have not receive the data, K7 will reset, and 0 means this
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Current Status Reboot/Reset

Local IP Config Restart Module Restart Module

TTL
Web to Senal

Misc Config

Diagram 5.2-7 Reboot

Save all the parameters and click restart module to work.

5.3. AT Command

5.3.1. Net AT Command

Net AT command, the command collection that delivery via net port and module under the command mode,

details are like the serial port command.
Net AT command mode: keep the module and PC in the same LAN, and the user can setting via AT command.

Send www.usr.cn via UDP, if the module and PC in the same LAN, PC will receive the return data from K7, which

means module have enter the net AT command and can configure it.

Under AT command mode, if there is no command for 30s, K7 will exit the AT command.

5.3.2. Serial AT Command

AT+ command is the command collection that perform the command transport using UART and module under the

order mode. Later we will interpret the type in detail.
Powered successfully, we can setting the module with UART.
The default UART port parameters of the module are: baud rate1152000, no parity, data 8 and stop 1.

Instr
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AT command test tools.UART interface commend to use secureCRT software tool or USR pro APP. Below are using

the secureCRT with UART to perform.
From transparent transport to order mode need two step as below:

Fill “+++”in the UART. After the module receive the “++++”,it will send a “a” to confirm;
in the UART, after the module receive and send “+0k”, enter the command mode.
- AR e E=SEEE )

>
»  Fill the confirming “a”
"B Serial-COM26 - SecurecRT I
IR %|E =EEN ENO) &R BEEE TR s0OW)  E#EH)
323 3 [ 21 ¥ &A= <Al+R- EN MR R ) 5
[vSveriaI-CDMZE x‘ 4 B
a+OK]] o
Diagram 5.3.1-1 Enter the AT Command

Instr: if no feedback after fill “++++”and “a”, as the above.
Fill “+++”and “a” need to achieve in the time to reduce the chance of entering command mode while working

normally accidentally. Detail requirement are as fellows.
AT+ENTM
T § T2 | T3 | TS | 7
- T4 L T6
P V—— > T —— .l +0k
+ . + a
a +ok

Diagram 5.3.1-2 Time Tree

inquiry@usriot.com
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T2<300ms
T3<300ms
T5<3s
The order change into temporary command mode from transparent transport mode:

1. Serial mode device send “+++”to module continuously. The module receive and send “a” back. Before sending”+++"is

the packaging time and can not send any data.

2. After receive “@” feedback a “a”in 3s.

3. After the module receive “a, send “ok”to the device, and enter “AT”command

4. After the device receive “+ok” and know the module enter the AT command mode, then send AT command.
The order change into net transparent transport from AT command mode:

1.Serial device send “AT+ENTM”to module.

2.After the module receive the command, feedback “+ok”, then back to the previous working mode.

5.3.3. Error AT Command

-1 Invalid format

-2 Invalid order

-3 Invalid operator
-4 Invalid parameter
-5 Not allow

Form 5.3.3-1 Error Code List
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5.3.4. AT Command

1 E Enable/disable the echo function

2 Z restart module

3 VER Query the vision

4 ENTM Exit AT command mode and enter the transparent transmission
5 MAC Query module MAC address

6 RELD Reset default settings

7 WANN Setting/ query WAN port parameters

8 DNS Setting/ query DNS server address

7 USERMAC Setting customize MAC

9 WEBU Setting/ query username and password

10 WEBPORT Setting/ query webpage port

11 SEARCH Setting/query search key world

12 PLANG Setting/query webpage language

13 UARTN Setting/ query serial port N parameters

14 UARTTLN Setting/ query serial port N packing parameters
15 SOCKMN Setting/ query N serial port socket M parameters
16 SOCKLKMN Query the connection status

17 WEBSOCKPORT1 Setting/ query websocket port number

18 REGENN Setting/ query registration package N type

Jinan USR 10T Technology Limited
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19 REGTCPN Setting/ query registration package N position

20 REGUSRN Setting/ query the content of registration package that customized, support
ASCII

21 REGCLOUDN Setting/ query USR-cloud parameters

22 HTPTPN Setting/ query in httpd client mode, the asking way of the http

23 HTPURLN Setting/ query the URL in httpd client mode

24 HTPHEADN Setting/ query the package head in httpd client

25 HTPCHDN Setting/ query HTP remove the package head

26 HEARTENN Setting/ query heartbeat package enable

27 HEARTTPN Setting/ query method of the heartbeat package send

28 HEARTTMN Setting/ query the heartbeat package time

29 HEARTDTN Setting/ query customize heartbeat package, supports ASCII

30 PDTIME Query the product time

31 MID Setting/ query module name

32 USERMAC Setting customize MAC

33 RECENN Setting/ query RFC2217 enable

34 SOCKSLN Setting/ query short connection function

35 SHORTON Setting/ query short connection time

36 RSTIM Setting/ query timeout reset time

37 UARTCLBUF Setting/ query clear serial port cache before module build connection function
enable/disable

38 SOCKTONN Setting/query timeout reconnection time

Jinan USR 10T Technology Limited
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39 MODTCPN Setting/query modbus TCP function
40 MODPOLLN Setting/query modbus polling function
41 MODTON Setting/query modbus polling time
42 NETPRN Setting/query net printing function
43 UDPONN Setting/query not detect the remote IP and port under UDP mode
44 CFGTF Setting current parameters saved to be the default parameters
45 PINGN Setting ping function remote IP and have a ping
46 HEARTUSERN Setting/query port N customize heartbeat package, supports ASCIl and HEX
47 REGUSERN Setting/query port N customize registration package, supports ASCIl and HEX

Form 5.3.4-1 AT Command

5.3.5. AT Command Details

1. AT+E
»  Function: setting/query module AT command echo setting
» Format:
¢ query
AT+E <CR>
<CR><LF>+0K=<on/off><CR><LF>
¢ setting
AT+E=<on/off><CR>
<CR><LF>+OK<CR><LF>

»  Parameters:
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€ On: enable echo, echo the enter command under AT command

& Off: under the AT command, enter command do not echo

E.g.: AT+E=ON

2. AT+Z

>

>

3. AT+VER

>

>

4. AT+ENTM

>

>

Function: restart module

Format:

¢ setting
AT+Z<CR>
<CR><LF>+0OK<CR><LF>

Parameters: none

Note: perform this function, module restart

Function: setting/query module firmware version
Format:
€ query
AT+VER<CR>
<CR><LF>+0OK=<ver><CR><LF>
Parameters:

€ ver:setting/query module firmware version

Function: exit AT command mode and enter the transparent transmission

Format:

Jinan USR 10T Technology Limited 92 /120
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¢ setting
AT+ENTM<CR>
<CR><LF>+OK<CR><LF>
»  Parameters: none

Perform this function, module enter the transparent transmission from AT command mode

5. AT+MAC
»  Function: query module MAC
» Format:
¢ query
AT+MAC<CR>
<CR><LF>+0K=<mac><CR><LF>
»  Parameters:

€ mac: MAC of the module(for example 01020304050A);

6. AT+RELD

»  Function: restore module setting to default factory setting

»  Format:
¢ setting
AT+RELD<CR>
<CR><LF>+0OK<CR><LF>

»  Parameters: none

7. AT+WANN

»  Function: setting/query IP(DHCP/STATIC)of the WAN that module accessed;
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»  Format:
¢ query
AT+WANN<CR>
<CR><LF>+0OK=<mode,address,mask,gateway><CR><LF>
¢ setting

AT+WANN=<mode,address,mask,gateway><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ mode: mode of the net IP
® static: static IP
® DHCP: automatically IP(address,mask,gateway please ignore them)
€ address: P address
@ mask: subnet masks
€ gateway: gateway address

E.g. : AT+WANN=static,192.168.0.7,255.255.255.0,192.168.0.1

8. AT+DNS

»  Function: setting/query the server address of the DNS

»  Format:
¢ query
AT+DNS<CR>
<CR><LF>+0OK=< address ><CR><LF>
¢ setting
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AT+DNS=< address ><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ address:  DNS server address

E.g. : AT+DNS=208.67.222.222

9. AT+WEBU

»  Function: setting/query login username and password

» Format:
¢ query
AT+WEBU<CR>
<CR><LF>+0K=<username,password><CR><LF>
¢ setting

AT+WEBU<CR>
<CR><LF>+0K =<username,password><CR><LF>
»  Parameters:
€ username: username, at most for 5 bytes, please be sure no black
€@ password: pass word, at most for 5 bytes

E.g. : AT+WEBU=admin,admin

10. AT+WEBPORT
»  Function: setting/query the port of the module Web Server ;
» Format:

€ query
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AT+WEBPORT<CR>
<CR><LF>+0OK=<port><CR><LF>
¢ setting
AT+WEBPORT<CR>
<CR><LF>+0OK =<port><CR><LF>
»  Parameters:
@ port: the port of the build-in webserver of module, default is 80.

E.g. : AT+WEBPORT=80

11. AT+SEARCH

»  Function: setting/query the searching port and keyword of the module in LAN

» Format:
¢ query
AT+SEARCH<CR>
<CR><LF>+0K=<port,keywords><CR><LF>
¢ setting

AT+SEARCH =<port,keywords><CR><LF>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ port: search port of the module; default: 48899
€ keywords: searching keyword of the module.default: www.usr.cn (at most for 20 bytes length)

E.g. : AT+SEARCH=48899, www.usr.cn
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12. AT+PLANG

»  Function: setting/query module net language version for login webpage.

» Format:
¢ query
AT+ PLANG <CR>
<CR><LF>+0K=<language><CR><LF>
¢ setting

AT+PLANG =<language><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ language:
® cn: default for Chinese
® en: default for English

E.g. : AT+PLANG=CN

13. AT+UARTN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: setting/query UARTN interface parameters

»  Format:
¢ query :
AT+UARTN<CR>
<CR><LF>+0OK=<baudrate,data_bits,stop_bit,parity,flowctrl ><CR><LF>
@ setting :
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AT+UARTN=<baudrate,data_bits,stop_bit,parity,flowctrl ><CR><LF>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ baudrate: baud rate

® 9600,19200,38400,57600,115200,230400,380400,460800(details according to module

customize, module can supports random baud rate. )
€ data_bits: data:5. 6. 7. 8
€ stop_bits: stop 1. 2( details refer to the module supporting

€ parity: parity

® NONE
® FEVEN
® ODD

® MARK
® SPACE

€ flowctrl: hardware flow control(CTS RTS)
® NFC: no hardware flow control
® FCH: hardware flow control
® FCR: software flow control

E.g. : AT+UART=115200,8,1,NONE,NFC

14. AT+UARTTLN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query the customize Packaging mechanism

» Format:
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¢ query
AT+ UARTTLN<CR>
<CR><LF>+0K=<time,length><CR><LF>

€ setting
AT+ UARTTLN=<time,length> <CR>
<CR><LF>+0OK<CR><LF>

»  Parameters:
€ time: bytesinterval: 0~255ms; .
@ length: longest bytes for data package:0~1460 byte.

E.g. : AT+UARTTL1=0,0

15. AT+SOCKMN
»  (M:the port number of the socket, A~¥H. N: serial port number, 1~8. single socket please ignore the MN)

»  Function: setting/query web protocol parameters

»  Format:
€ query
AT+SOCKMN<CR>
<CR><LF>+0K=<pratocol,|P,port ><CR><LF>
¢ setting

AT+SOCKMN-=< protocol,IP,port ><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:

€ Protocol: protocol type
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® TCPS  TCPserver
® TCPC TCPClient
® UDPS  UDP server
® UDPC UDPclient
® HTPC  Httpd client
€ |P: if the module work in client mode, the IP address is server IP.
@ Port: protocol port, The decimal system, less than 65535
E.g. : AT+SOCKA1=TCP(C,192.168.0.201,8234
16. AT+SOCKLKMN
»  (M:the port number of the socket, A~¥H. N: serial port number, 1~8. single socket please ignore the MN)
»  Function: query if there is TCP connection
¢ query
AT+ SOCKLKMN<CR>
<CR><LF>+0K=<sta><CR><LF>
»  Parameters:

@ sta.: please refer to 2.2.3 Web Server

17. AT+WEBSOCKPORT1

»  Function: setting/query port number Websocket

»  Format:
€ query
AT+ WEBSOCKPORT1<CR>
<CR><LF>+0K=<port><CR><LF>
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¢ setting
AT+ WEBSOCKPORT1=<port> <CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ Port:the port listened by Websocket

E.g. : AT+WEBSOCKPORT1=123

18. AT+REGENN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: setting query registration package mechanism

»  Format:
€ query
AT+REGENN <CR>
<CR><LF>+0OK=<status><CR><LF>
€ setting

AT+REGENN =<status><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
¢ status:
® USR: user defined registration package, at most for 20 bytes
® MAC: MACdo as a registration package
® CLOUD: disable registration function

® OFF: disable registration function
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E.g. : AT+REGEN1=USR

19. AT+REGTCPN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: setting query under TCP client mode, registration package perform mechanism

»  Format:
¢ query
AT+REGTCPN<CR>
<CR><LF>+0K=< status><CR><LF>
€ setting

AT+REGTCPN =< status><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
¢ status:
® First: send registration st first time
® Every: data carry registration package
® ALL: both

E.g. : AT+REGTCP1=all

20. AT+REGUSRN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query content of the defined registration package
» Format:

€ query
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AT+ REGUSRN<CR>
<CR><LF>+0K=<data><CR><LF>
¢ setting
AT+ REGUSRN =<data><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ data: registration content, at most for 40 bytes

E.g. : AT+REGUSR1=12345

21. AT+REGCLOUDN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query the device ID and password of the USR-cloud
»  Format:
€ query
AT+REGCLOUDN<CR>
<CR><LF>+0K=<ID,CODE><CR><LF>
¢ setting
AT+REGCLOUDN=<ID,CODE><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ ID: devicelD
€ CODE: communication password

E.g. : AT+REGCLOUD1=12345678901234567890, 12345786
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22. AT+HTPTPN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query the questing way under the HTTPD Client mode
» Format:
query
AT+HTPTPN<CR>
<CR><LF>+0K=< status><CR><LF>
¢ setting
AT+HTPTPN=< status><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ status:
® GET
® POST

E.g. : AT+HTPTP1=GET

23. AT+HTPURLN

» (N: the number of the port, 1~8. for single port socket, ignore the N)
> Function: setting/query HTTPD Client f#] URL.

» Format:
€ query
AT+HTPURLN<CR>

<CR><LF>+0K=<URL><CR><LF>
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¢ setting
AT+HTPURLN =<URL><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ URL: under the HTTPD Client, URL of the GET or POST

E.g. : AT+HTPURL1=1/PHP

24. AT+HTPHEADN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query the header of the HTTP protocol
»  Format:
€ query
AT+HTPHEADN<CR>
<CR><LF>+0K =<string><CR><LF>
€ setting
AT+HTPHEADN =<string><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
@ string: the defined header information, at most for 180 bytes
Note: every enter using the <<CRLR>> to instead
There is a <<CRLF>> fellow the HTTPD, how many HTTPD and how many <<CRLF>>.

E.g. : AT+HTPHEAD=Accept:text<<CRLF>>
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25. AT+HTPCHDN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: setting/query filter the header of the HTTP return information.

» Format:
¢ query :
AT+ HTPCHDN <CR>
<CR><LF>+0K=<sta><CR><LF>
¢ setting :

AT+ HTPCHDN =<sta><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters: Sta:
€ ON: enable
€ OFF: disable

E.g. :AT+HTPCHD1=0ON

26. AT+HEARTENN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: setting/query enable heartbeat package or not

»  Format:
¢ query :
AT+ HEARTENN <CR>
<CR><LF>+0K=< status><CR><LF>
@ setting :
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>

AT+ HEARTENN =< status><CR>

<CR><LF>+OK<CR><LF>
Parameters:
¢ status:

® ON:enable heartbeat package

® Off: disable heartbeat package

E.g. : AT+HEARTEN1=ON

27. AT+HEARTTPN

>

>

(N: the number of the port, 1~8. for single port socket, ignore the N)

Function: setting/query heartbeat package send method

Format:
® query :
AT+ HEARTTP <CR>
<CR><LF>+0K=< type><CR><LF>
@ setting :
AT+ HEARTTP =< type ><CR>
<CR><LF>+OK<CR><LF>
Parameters:
status:

® NET: send heartbeat package to net

® COM: send heartbeat package to serial

E.g. : AT+HEARTTP=NET
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28. AT+HEARTTMN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query heartbeat package time
» Format:
¢ query :
AT+ HEARTTM <CR>
<CR><LF>+0K=< time><CR><LF>
¢ setting :
AT+ HEARTTM =< time><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ Time: default 30s, range from 1 to 65535s.

E.g. : AT+HEARTTM=30

29. AT+HEARTDTN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting query the content of the defined heartbeat package
» Format:
¢ query :
AT+ HEARTDT <CR>
<CR><LF>+0K=< data><CR><LF>
¢ setting :

AT+ HEARTDT =< data><CR>
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<CR><LF>+OK<CR><LF>
» Parameters:
€ data: ASCll code in 40 bytes

E.g. :AT+HEARTDT=www.usr.cn.

30. AT+PDTIME
»  Function: query product time
» Format:
® query :
AT+PDTIME<CR>
<CR><LF>+0K=<time><CR><LF>
»  Parameters:

€  Time: product time, e.g. 2016-10-18 11:20:02

31. AT+MID

»  Function: setting/query module name

» Format:
¢ query :
AT+ MID <CR>
<CR><LF>+0OK=< name ><CR><LF>
€ setting :

AT+ MID =< name ><CR>
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<CR><LF>+OK<CR><LF>
» Parameters:

€ name: module name, at most for 15 bytes, please be not blank

E.g. :AT+ MID =USR- tcp232-410 s

32. AT+USERMAC
»  Function: setting defined mac
» Format:
€ setting :
AT+ USERMAC =< MAC ><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
€ MAC: MAC address of the module (e.g. 002233445566)

E.g.: AT+USERMAC=002233445566

33. AT+RFCENN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: query /setting enable RFC2217
»  Format:
¢ query :
AT+RFCENN<CR>
<CR><LF>+0OK=<status><CR><LF>

@ setting :
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AT+ RFCENN =<status><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ ON: enable RFC2217
€ OFF: disable RFC2217

E.g. : AT+RFCEN=ON

34. AT +SOCKSLN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: query /setting short connection function

» Format:
® query :
AT+ SOCKSLN <CR>
<CR><LF>+0OK=<sta><CR><LF>
@ setting :

AT+ SOCKSLN =<sta><CR>

<CR><LF>+0OK<CR><LF>

»  Parameters:

€ sta: status

€ ON:enable the short connection function

€ OFF: disable the short connection function

E.g. : AT+ SOCKSL =ON
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35. AT+SHORTON

» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: query /setting short connection time

» Format:
¢ query :
AT+ SHORTON <CR>
<CR><LF>+0OK=<time><CR><LF>
¢ setting :

AT+ SHORTON =<time><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ time: short connection time 2-255s

e.g.: AT+ SHORTO =3

36. AT+RSTIM

»  Function: setting/query timeout restart

»  Format:

€ query :
AT+ RSTIM <CR>
<CR><LF>+0OK=<time><CR><LF>

@ setting :
AT+ RSTIM =<time><CR>
<CR><LF>+OK<CR><LF>
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» Parameters:
€@ time: short connection time: 0, 60-65535s, less than 60s:disable

E.g. : AT+ RSTIM =3600

37. AT+UARTCLBUF

»  Function: setting/query module clear serial port buffer

» Format:
® query :
AT+ UARTCLBUF <CR>
<CR><LF>+0K=<sta><CR><LF>
€ setting :

AT+ UARTCLBUF =<sta><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
¢ sta
€ ON:clear
€ OFF:disable this function

E.g.: AT+ UARTCLBUF =ON

38. AT+SOCKTONN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: setting/query reconnect time
» Format:

€ query :
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AT+ SOCKTONN <CR>
<CR><LF>+0K=<time><CR><LF>
¢ setting :
AT+ SOCKTONN =<time><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ time: timeout reconnection time: 1~¥99999s, default: 86400s

E.g. :AT+ SOCKTONN =86400

39. AT+MODTCPN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: query /setting Modbus TCP function
»  Format:
€ query :
AT+ MODTCPN <CR>
<CR><LF>+0K=<sta><CR><LF>
@ setting :
AT+ MODTCPN =<sta><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
¢ sta:
€ ON: enable modbus TCP

€ OFF: disable modbus TCP
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E.g.: AT+ MODTCP1 =ON

40. AT+MODPOLLN
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: query /setting Modbus polling
»  Format:
¢ query :
AT+ MODPOLLN <CR>
<CR><LF>+0K=<sta><CR><LF>
€ setting :
AT+ MODPOLLN =<sta><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
¢ sta
€ ON: enable Modbus polling
€ OFF: disable Modbus polling

E.g. : AT+ MODPOLL1 =ON

41. AT+MODTON
» (N: the number of the port, 1~8. for single port socket, ignore the N)
»  Function: query /setting Modbus polling time
» Format:

€ query :
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AT+ MODTON <CR>
<CR><LF>+0K=<time><CR><LF>
¢ setting :
AT+ MODTON =<time><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ time: modbus polling time: 200~9999s, default: 200s

E.g.: AT+ MODTO1=200

42. AT+NETPRN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: query /setting net printing function

»  Format:
€ query :
AT+ NETPRN <CR>
<CR><LF>+0K=<sta><CR><LF>
@ setting :

AT+ NETPRN =<sta><CR>
<CR><LF>+OK<CR><LF>
»  Parameters:
¢ sta
€ ON: enable net printing

€ OFF: disable net printing
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E.g .. AT+ NETPR1=ON

43. AT+UDPONN
» (N: the number of the port, 1~8. for single port socket, ignore the N)

»  Function: query /setting UDP do not detect the remote IP and port

» Format:
® query :
AT+ UDPONN <CR>
<CR><LF>+0K=<sta><CR><LF>
€ setting :

AT+ UDPONN =<sta><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
¢ Sta
€ ON: enable do not detect the remote IP and port under UDP mode
€ OFF: disable do not detect the remote IP and port under UDP mode

E.g. : AT+ UDPON1=0ON

44, AT+CFGTF
»  Function: setting to save the current parameter into default parameter
» Format:

@ setting :
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AT+ CFGTF <CR>
<CR><LF>+0K=<sta><CR><LF>
»  Parameters:
€ Sta: saved: have saved the parameters

E.g.: AT+ CFGTF

45. AT+PINGN
»  Function: setting ping the remote IP and have a ping.
»  Format:
€ setting :
AT+ PINGN =<ip><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ ip: remote IP or domain name, at most for 30 bytes.

E.g.: AT+PING1=www.baidu.com.

46. AT+HEARTUSERN

»  Function: query /setting the defined heartbeat package of the port N, supports ASCIl and HEX

»  Format:
¢ query :
AT+ HEARTUSERN <CR>
<CR><LF>+0K=< data,type ><CR><LF>
@ setting :
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AT+ HEARTUSERN =< data,type ><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:

€ data: content of the defined heartbeat package , ASCIl can be 40 bytes and HEX can be 80 bytes at

most
€ type: heartbeat package content enter format: ASCIl or HEX

E.g.: AT+ HEARTUSERN = 01020305,HEX

47. AT+REGUSERN
»  Function: query /setting the defined registration package of the port N, supports ASCIl and HEX
» Format:
® query :
AT+ REGUSERN <CR>
<CR><LF>+0K=< data,type ><CR><LF>
€ setting :
AT+ REGUSERN =< data,type ><CR>
<CR><LF>+0OK<CR><LF>
»  Parameters:
€ data: defined registration package content,ASCII can be 40 bytes and HEX can be 80 bytes at most
€ type: registration package content enter format: ASCIl or HEX

E.g. :AT+ REGUSERN = 01020305,HEX
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Company: Jinan USR 10T Technology Co., Ltd
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Address: Floor 11,Building1,No.1166 Xinluo Street,Gaoxin Distric,Jinan,Shandong,250101 China
Tel: 86-531-55507297 86-531-88826739-803

Web: http://www.usriot.com/

Skype: lisausr

Support: http://h.usriot.com/index.php?c=frontTicket&m=sign

Email: sales@usr.cn  tec@usr.cn

7. Disclaimer

The document provides information about USR-K7 module, it doesn’ t grant any license to the intellectual property
rights. Except the responsibility declared in the product sale clause, USR does not assure any other responsibilities. In
addition, USR does not make any warranties for the sale and use of this product, including the suitability of products for
a particular purpose, merchant ability or fitness for any patent, copyright or other intellectual property infringement.

USR may make changes to specifications and products description without notice.
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vision Modify instr Time
V1.0.0 The first one 2019-05-07
V1.0.1 Upgrade the product picture 2019-08-08
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