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Before Getting Started

Before using your VPort PO6-1MP-M12, please pay close attention to the following instructions:

O After opening the VPort PO6-1MP-M12 box, compare the contents of the box with the Package Checklist in Chapter
1. Notify your sales representative if any of the items are missing or damaged.

O To prevent damage or problems caused by improper use, read the Quick Installation Guide (the printed handbook
included in the package) before assembling and operating the device and peripherals. You may also refer to Chapter
1, under Product Description, and all of Chapter 2, of this manual.

O The VPort 26 IP Camera has been designed for a variety of environments and can be used to build various applications
for general security or demonstration purposes. For standard applications, refer to Chapter 2, Getting Started, and
Chapter 3, Accessing the VPort PO6-1MP-M12 Web-based Manager.

Important Note

O Surveillance devices may be prohibited by law in your country. Since the VPort is both a high performance surveillance
system and networked video server, verify that the operations of such devices are legal in your locality before

installing this unit for surveillance purposes.
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Introduction

The VPort PO6-1MP-M12 is a rugged HD resolution (720P) box type IP camera designed for use in harsh
environments. In addition to being able to handle basic video feeds, many advanced features are also included
to set up surveillance or web multimedia applications. The VPort PO6-1MP-M12 is designed to provide stability,
robustness, ease-of-use, and flexibility.

The following topics are covered in this chapter:

O Overview
O Package Checklist
O Product Features
O Typical Application
a

Product Description



VPort PO6-1MP-M12 Introduction

Overview

The compact VPort PO6-1MP-M12 cameras provide a HD (720P, 1280 x 720) video image, and feature an
H.264/MJPEG IP dome, giving them the versatility and ruggedness to excel in many different installations and
environments for mobile IP video surveillance applications. In addition, the cameras feature EN 50155
compliance, vandal-proofing (EN 62262 1K8), -25 to 55°C or -40 to 70°C (T models) operating temperature, a
rugged M12 Ethernet port, 1 audio input, POE power inputs, IP66 rain and dust protection, a dehumidifying
membrane, and a selectable lens.

Excellent Image Quality

The VPort PO6-1MP-M12 is equipped with a cutting-edge CMOS sensor, which provides excellent high
resolution video images at 1280 x 800 pixels and covers larger areas than legacy analog cameras. With the
addition of DNR (Digital Noise Reduction), BLC (Black Level Control), and WDR (Wide Dynamic Range)
functions, the VPort PO6-1MP-M12 provides an extremely clear picture of the surveillance region.

Rugged Hardware Design

The VPort P06-1MP-M12’s 47 mm height makes it ideal for tough vehicle environments with limited installation
space. It is compliant with EN 50121-3-2 (EMC), EN 61373 for shock and vibration, and essential sections of EN
5015, with standard models designed for T1 temperatures, and wide temp. models designed to withstand TX
temperatures (-40 to 70°C; note that the T models are also tested for 10 min. at +15°C over the max. of 75°C),
without a fan or other cooling equipment. Moreover, the VPort PO6-1MP-M12 achieves the highest enclosure
protection, IEC 62262 Class IK8, providing users with a true, vandal-proof IP camera.

High Video Performance

The VPort PO6-1MP-M12 is designed to provide both H.264 and MJPEG video streams and transmit a maximum
of 3 independent video streams (2 H.264, 1 MJPEG) simultaneously. In addition, Moxa’s DynaStream™
function allows you to change the video frame rate automatically, which can help you control your network
bandwidth budget and ease network system management. A DHCP Opt66/67 auto-configuration mechanism
simplifies the workload of mass installation and maintenance by backing up the configuration on a TFTP server.

Package Checklist

Moxa’s VPort PO6-1MP-M12 Series is shipped with the following items. If any of these items is missing or

damaged, please contact your customer service representative for assistance.

e 1 x VPort PO6-1MP-M12 series (lens included)

Standard Temp. Models Wide Temp. Models Lens
VPort PO6-1MP-M12-CAM36 VPort PO6-1MP-M12-CAM36-T 3.6 mm
VPort PO6-1MP-M12-CAM42 VPort PO6-1MP-M12-CAM42-T 4.2 mm
VPort PO6-1MP-M12-CAM60 VPort PO6-1MP-M12-CAM60-T 6.0 mm
= Screw handle accessory package
Torx screw driver for 4 sets of nuts, gaskets and spring |4 indented hexagon head tapping
attaching/detaching the upper washers for mounting the camera |screws for mounting the camera on
case the ceiling
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= Sticker for camera mounting positions

* Quick installation guide
= Documentation and software CD (includes User’s Manual, Quick Installation Guide, and VPort Utility)

e Warranty card

NOTE: Notify your sales representative if any of the above items is missing or damaged.

NOTE Check the model name on the VPort’s side label to determine if the model name is correct for your order.

NOTE This product must be installed in compliance with your local laws and regulations.

Product Features

e 1/2.7"HD progressive CMOS image sensor

= High image quality with WDR (wide dynamic range) and DNR (Digital Noise Reduce) supported
* Minimum illumination is up to 0.2 lux (color)

e Supports MIJPEG and H.264 Dual Codecs

= Provides 3 video streams for H.264 and MJPEG simultaneously

« Video streams at up to 30 frames/sec at WXGA (1280x800) resolution

= Supports video quality configuration with fixed bit rate (CBR) and fixed quality (VBR)

* Video latency under 200 ms

= DynaStream™ supported for network efficiency with dynamic frame rate change

= CBR Pro™ supported for high image quality in limited bandwidth transmissions

e WXGA/720P/SVGA/ Full D1/ 4ACIF/ VGA/ CIF/ QCIF resolution

= TCP, UDP, and HTTP network transmission modes

= Supports DHCP OPT66/67 for automatic configuration from TFTP server, making mass installation easier
e Supports RTSP Streaming

= Supports Multicast (IGMP) video streaming

= Supports SNMP (V1/V2C/V3) for network system integration and management

e Supports QoS (ToS) for transmission priority

= Built-in web server for easy configuration

« Accessible IP filtering

e UPnP supported

= Compliant with EN 50121-3-2 and relevant sections of EN 50155 (compliant with IEC 60571)
= 1 10/100BaseT (X) with M12 D-code connector
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1 audio input with RCA-type connector

IP66 rain and dust protection with a dehumidifying membrane
PoE (Power-over-Ethernet, 802.3af) supported

EN 62262 IK9 level vandal resistant

-25 to 55°C (EN 50155, class T1), or -40 to 70°C (EN 50155. Class TX) operating temperature for rolling
stock environments

CE, FCC, UL 60950-1

Built-in tamper alarm and Video Motion Detection (VMD)
Pre, Trigger, and post snapshot images supported
Sequential snapshot images supported

Supports SMTP and FTP for alarm message transmission
Supports HTTP Event Server

5-year warranty

NOTE

If you are interested in Moxa’s VPORT SDK PLUS, please visit Moxa’'s website at www.moxa.com to download
the package, or contact a Moxa sales representative for more information about this SDK

Typical Application

M12 PoE
Switch
Mo o
@ |[eoes
v o8
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Product Description

Appearance

4-pin D-code M12
Ethernet connector Aluminum
bottom plate

— [
\* ™
}

Solid plastic RCA female Transparent  Torx screw
top cover Connector Dome cover  fortop cover

{only available in
models with line-
in audio)

e 4-pin D-code M12 Ethernet connector: A 4-pin M12 D-code connecter for both PoE power supply (Mode

A) and Auto MDI/MDI-X Ethernet connection.
PIN| TX

TD+
(1] ) 3
g RD+ o o

o O

TD-

(3] 1 4

) | RD-

NOTE To connect the VPort PO6-1MP-M12 to the network, use an Ethernet cable with a D-code M12 connector and
an M12 PoE switch or RJ45 PoE switch

M12 D-code to M12 D-code cable M12 PoE Switch (e.g., TN-5508-4P0oE)
¥ @
@@ o
¢e e
=
M12 D-code and RJ45 cable RJ45 PoE switch (e.g., EDS-P510)
Q

NOTE The power input rating of the VPort PO6-1MP-M12 is 48 VDC, 0.12 A, and the maximum power consumption is
approximately 6 W.

NOTE The equipment is designed for indoors installation only and is not intended to be connected to exposed (outside
plant) networks.

e RCA female connector: The VPort P06-1MP-M12 supports one audio input with RCA female connector.

The audio will be digitized and compressed as an audio stream for network tramission with the video
stream.
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NOTE RCA audio connectors are popular and easy to find on the market. If a different audio connector is required,
please contact your Moxa sales representative for customization service.
= Solid plastic top cover: This top cover can be removed when tuning the camera lens position.
e Transparent dome cover: The VPort PO6-1MP-M12 is designed with a transparent PC dome cover, which
is vandal-proof with EN 62262 (IEC62262) class IK9 level protection.
= Torx screw for top cover: There are 2 torx screws for the top cover. These 2 torx screws are designed
with anti-shedding for convenient installation. The user can use the L-type torx screw driver for loosening
or fixing the top cover.
NOTE The color of the camera casing can be customized based on your installation environment. Please contact your

Moxa sales representative for this customization service.

Inside the camera

Calibration for rotating
the lens (0 to 2607

Hardware reset button

Calibration for

Mounting tuning lens’s
screw hole vertical E:osition
(0to907)

Thumb screw

for fixing the Calibration for

lens’s position tuning lens’s
Lens with horizontal
fixed focal position (+307)
length

= Mounting screw hole: There are 4 mounting screw holes for mounting the VPort PO6-1MP-M12.

e Thumb screw for fixing the lens position: To tune the lens’s position, loosen this thumb screw. After the
position tuning is done, secure this thumb screw.

= Lens with fixed focal length: The VPort PO6-1MP-M12 is designed to use different fixed focal-length
lenses. Choose the appropriate focal-length lens based on the viewing angle and object distance of your
application.

= Hardware reset button: Use a pointed stick to push down the reset button to reboot or restore factory
defaults.

» Reboot: press the button one time.
» Reset to factory default: press the button and hold for at least 5 seconds.

= Calibration for rotating the lens (O to 360°): Rotate the lens to get the optimal image, and then mark
the position with this calibration for future replacement or mass installation.

= Calibration for tuning lens’s vertical position (0 to 90°): After tuning the lens’s vertical position, mark
the position with this calibration for future replacement or mass installation.

= Calibration for tuning lens’s horizontal position (£30°): After tuning the lens’s horizontal position,
mark the position with this calibration for future replacement or mass installation.
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Getting Started

This chapter includes information about how to install a VPort PO6-1MP-M12 IP camera.
The following topics are covered in this chapter:

O Before Getting Started

O First-Time Installation and Configuration
» Hardware Installation
» Software Installation

O VPort PO6-1MP-M12 Dimensions

O Wiring Requirements
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Before Getting Started

In what follows, “user” refers to those who can access the IP camera, and “administrator” refers to the person
who knows the root password, which allows making changes to the IP camera’s configuration and obtaining
general access. Administrators should read this part of the manual carefully, especially during installation.

First-Time Installation and Configuration

Hardware Installation

Step 1: Open and remove the top cover.

Use the Security Torx to loosen the top cover screws.

Step 2: Use the installation sticker to drill the holes. There are 3 types of installation.

a. Mounting with 4 mounting screws

Drill the gray hole in the sticker, and then mount the camera with 4 sets of nuts, gaskets, and spring
washers and 4 indented hexagon head tapping screws for mounting the camera on the ceiling.

b. Mounting with the side-cable-out adaptor
VP-SCO1

If the installation requires a cable —out on the side,
then the side-cable-out adaptor (VP-SCO1) is
required. Drill the blue hole in the sticker for
mounting the adaptor on the surface with 3 sets of
nuts, gaskets, spring washers, and indented hexagon
head tapping screws. Then, mount the VPort
P06-1MP-M12 on the adaptor with 4 sets of M4

screws, which are provided in the VP-SCO1’s AR ot
package.
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VPort PO6-1MP-M12

Maunting Screw
“Mdimm walt]

T e—
{2 Gomen  Mhwanting with fixed plata

@ Hhie - Mounting with sde-cable-sut sdaptor

Mounting with the fixed plate
VP-FP1

If nuts, gaskets, and spring washers cannot be used
when mounting on the ceiling, use the VP-FP1 fixed
plate. Drill the green dotted-line holes and the 4
camera mounting screw holes in the sticker, and
then put the VP-FP1 inside the hole. Use the 2

countersink screws to mount the VP-SP1. Finally, Zeoanrdh e
mount the VPort PO6-1MP-M12 on the fixed plate FP1 fixed plate
with 4 indented hexagon head tapping screws.

[ p——

Comtering hele 8 smm, 35

Weunting scraw
-aa(amn

® coyice
02 Green: Miounting with fred lae
@ B Mounting with sidecable-out adaptor

NOTE

The screw hole for mounting the VP-FP1 fixed plate is a countersink hole with 5 mm diameter, 90° to the
surface, with 2 x 2 mm chamfer. Be sure to take this into account when drilling these 2 screw holes.
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Step 3: Connect the camera with 4-pin M12 D-code Ethernet connector and RCA male connector.

Step 4: Loosen the thumb screw for tuning the horizontal, vertical, and rotating lens position. Once
the lens position is correct, fix this thumb screw.

Step 5: Fix the top cover. The installation is now complete.

Software Installation

Step 1: Configure the VPort PO6-1MP-M12’s IP address

When the VPort PO6-1MP-M12 is first powered on, the POST (Power On Self Test) will run for a few moments
(about 30 seconds). The network environment determines how the IP address is assigned.

Network Environment with DHCP Server

For this network environment, the unit’s IP address will be assigned by the network’s DHCP server. Refer to the
DHCP server’s IP address table to determine the unit’s assigned IP address. You may also use the Moxa VPort
and Ether Device Configurator Utility (edscfgui.exe), as described below:

Using the Moxa VPort and EtherDevice Configurator Utility (edscfgui.exe)

1. Run the edscfgui.exe program to search for the VPort. After the utility’s window opens, you may also click

on the Search button £ to initiate a search.
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2. When the search has concluded, the Model Name, MAC address, IP address, serial port, and HTTP port of

the VPort will be listed in the utility’s window.

%= Moxa Ethernet Switch And Video Server Configurator L=y
List Server Firmware Configuration Convert View Help

22 8 =~ -3 SRC A L

Model [ 1P Address | MAC Address | Status - E?dﬂ b g:::i—:i"f;zf‘mi:
MxNVR-IA8 172.19.16.. 00:90:EE:245.. e s
VPort 354 172.19.16... 00:90:E8:00:4.. Hetmask

VPort 06-1MP 172.19.16... 00:90:E8:2E0.. A

serial to i
VPort36 172.19.16... 00:90:E8:360.. Firmsare Ver.

VPort 461 17219.16.. 00:90:8:217.. | ol el

VPort 354 17219.16.. 00:90:E8:00:4..

VPort06 1721916.. 00:90:E8:2E0Q...

VPort 461-T 17219.16.. 00:9C:E8:21:2..

EDS-508A-MM-SC 192.168.12.. 00:90:E8:0E:2F...

VPort PO6-1MP-M12-CAM42 172.19.16.. 00:90:EB:30:2..

EDS-40BA-MM-5C 172.19.16.. 00:90:EB:.0D6..

VPort 16 172.19.16... 00:0A:19:74:1..

EDS-P506A-4POE 192.168.12.. 00:90:E8:20:9..

VPort 461 17219.16.. O00:90:EB:21:2..

VPort 354-T 172.19.16... 00:90:E8:1F6.. -

-1._ = 1 rr—— e ]

Ready

Users can double click the selected VPort, or use the IE web browser to access the VPort’s web-based

manager (web server).

Non DHCP Server Network Environment

If your VPort 16-M12 is connected to a network that does not have a DHCP server, then you will need to
configure the IP address manually. The default IP address of the VPort 16-M12 is 192.168.127.100 and the
default subnet mask is 255.255.255.0. Note that you may need to change your computer’s IP address and
subnet mask so that the computer is on the same subnet as the VPort.

To change the IP address of the VPort manually, access the VPort's web server, and then navigate to the
System Configuration = Network = General page to configure the IP address and other network settings.
Check Use fixed IP address to ensure that the IP address you assign is not deleted each time the VPort is

restarted.

Step 2: Accessing the VPort PO6-1MP-M12’s web-based manager

Type the IP address in the web browser’s address input box and then press enter.

Step 3: Install the ActiveX Control Plug-in
A security warning message will appear the first time you access the VPort’s web-based manager. The message
is related to installing the VPort AcitveX Control component on your PC or notebook. Click Yes to install this

plug-in to enable the IE web browser for viewing video images.

Internet Explorer - Security Warning [§|

Do you want to install this software?
Marme: RTSPCErI06.cab
Publisher: Moxa Metworking Co., Ltd.

E]More options Install ] E__Q_Un't Install |

g ‘hile Files From the Internet can be useful, this file tvpe can potentially harm
vour computer, COnly install software From publishers wou brost, What's the risk?

NOTE

For Windows XP SP2 or above operating systems, the ActiveX Control component will be blocked for system
security reasons. In this case, the VPort’s security warning message window may not appear. Users should
unlock the ActiveX control blocked function or disable the security configuration to enable the installation of the
VPort’s ActiveX Control component.
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Step 4: Access the VPort PO6-1MP-M12's web-based manager homepage.
After installing the ActiveX Control component, the homepage of the VPort PO6-1MP-M12’s web-based
manager will appear. Check the following items to make sure the system was installed properly:

1. Video Images

2. Video Information

MO/ VPort POG-1MP-M12-CAM42 WWW.MOXE,.Com

Clieat Gatting
System Conligeration : 200000104 02:43:2
Sharw PTZ Contred Pasel

D220
Fisad Videa Qualiey
Esslar
Ma. FDS 1 30
)

& Sasgehot
[Taka]

Step 5: Access VPort’s system configuration.

Click on System Configuration to access the overview of the system configuration to change the
configuration. Model Name, Server Name, IP Address, MAC Address, and Firmware Version appear in
the green bar near the top of the page. Use this information to check the system information and installation.

For details of each configuration, check the User’'s Manual on the software CD.

MOXAN VPort P06-1MP-M12-CAM42 WWW.Moxa.com
MAC Address  00SE302E0) Firm Version :10.0 B 1204713
Foma System Configuration
W Mok Wi Welcome to the System Configuration pages. A brief group s given below. Click on a plus sign i the left pane to expand a group, and then dick on
23 Overbiaw the name of the page you would ke to open.
Q@ System
22 Netwark | categary | nom Description and Contont
=L Videa General Setting Host Name and Date/Time
#@ Pz Account User and D & Privileges
#£1 DynaStream System Log System Log and operation information
b Aam System System Parameter System parameters nformation and on
Firmware Upgrade Remote Firmware Upgrade
F R Factory Defaul
S T R actory Default aset to Factory Default
above with reschstian of Rebaet Dewice wil reboot for restarting system
1280x1024 General The IP network settings of this VPort
SMTP Sarver Set up Primary and Secondary SMTP Server and E-mail accounts
F1P Server Set up the Primary and Secondary FTP Server
DDNS Configure DDNS
Universal P Enable UPNP function
e Tos Configure ToS(Type of Service)
Multicast Set up Multicast (IGMP) Streaming
HITP Event Server Set up the HTTP Event Server to send the event alarm artion
Accessible 1P Set up a st to control the access permussion of chents by checking thew IP address
sme Configure the SNMP settings
Image Settings Configure the infarmation of video mage
Video Camera Setting Configure the attributes of video mage
Privacy Mask Configure the Privacy Mask settings
Video Performance Set up the Encode Standard{MIPEG or H.264), Size FPS and Video Quality
Ldrd Digital PTZ Configure the Digital PTZ settings
Basic Configure the DynaStream settings
Conditions Configurs the Dynastream trigger conditions settings
Basic Setting General settings of event alarm
Schedule Set up the Alarm schedule
Alarm Mobion Detection_Configure the Motion Detection Alarm
el ol Event Configure the CGI avent Alam
Camera Tamper _ Configure the Camera Tamper event Alarm
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VPort PO6-1MP-M12 Dimensions

Front View Bottom View

62.6 [2.46]

Camera with SCO1 adaptor

(Unit = mm)
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Wiring Requirements

ATTENTION

= Be sure to disconnect the power cord before installing and/or wiring your Moxa VPort PO6-1MP-M12.

« Calculate the maximum possible current in each power wire and common wire. Observe all electrical codes
dictating the maximum current allowable for each wire size.

= If the current goes above the maximum ratings, the wiring could overheat, causing serious damage to your

equipment.

You should also pay attention to the following:

= Use separate paths to route wiring for power and devices. If power wiring and device wiring paths must
cross make sure the wires are perpendicular at the intersection point.
NOTE: Do not run signal or communications wiring and power wiring in the same wire conduit. To avoid
interference, wires with different signal characteristics should be routed separately.

= You can use the type of signal transmitted through a wire to determine which wires should be kept separate.
The rule of thumb is that wiring that shares similar electrical characteristics can be bundled together.

= Keep input wiring and output wiring separated.

= We strongly advise labeling the wiring to all devices in the system.
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Accessing the VPort’s Web-based Manager

This chapter includes information about how to access the VPort PO6-1MP-M12 IP camera for the first time.
The following topics are covered in this chapter:

O Functions Featured on the VPort’s Web Homepage
» VPort’s Information

IP Camera Name

Camera Image View

Client Settings

System Configuration

Video Information

Show PTZ Control Panel

YV V V VYV V¥V V V

Snapshot



VPort PO6-1MP-M12 Accessing the VPort’s Web-based Manager

Functions Featured on the VPort’'s Web
Homepage

The homepage of the VPort’s web console shows information specific to that VPort, the camera image, and
configurations for the client and server.

NOTE The VPort’s web homepage is best viewed in 1280 x 1024 screen resolution. This is because the camera image
can be viewed at a resolution up to HD (1280 x 720). We strongly recommend using IE 6.0 (Microsoft Internet
Explorer) or above to avoid incompatibility with the ActiveX Plug-in.

MOXA  |VPort PO6-1MP-M12-CAMA42 Www.moxa.com VPort’s
information

>|P Camera
Name

Camera
Image
View

VPort’s Information

This section shows the VPort’s model name, server name, IP address, MAC address, firmware version and
firmware build time.

IP Camera Name

A server name can be assigned to each server. Administrators can change the name in System
Configuration/System/General. The maximum length of the sever name is 40 bytes.

Camera Image View

The assigned image description and system date/time will be displayed in the caption above the image window.
You may disable the caption or change the location of the image information in System
Configuration/Video/Image Setting. Note that if the VPort’s motion detection function is active, some
windows in the video picture might be framed in red.
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Client Settings

Users can configure the following functions in Client Settings.

1.

Receiving Stream: Shows the encoding algorithm currently being used. The VPort PO6-1MP-M12 features

2 built-in encode engines to generate a maximum of 3 simultaneous video streams. Each client can select

the H.264 video streams from Stream 1, or the MIJPEG/ H,264 video stream from Stream 2. To configure

these video streams, please go to:

System Configuration/Video/Video Performance.

Media Options: Enable or disable the video or audio transmission.

Protocol Options: Choose one of four protocols to optimize your usage—Multicast (RTSP or Push) or

Unicast (UDP, TCP, HTTP).

Multicast protocol can be used to send a single video stream to multiple clients. In this case, a lot of

bandwidth can be saved since only one video stream is transmitted over the network. However, the

network gateway (e.g., a switch) must support the multicast protocol (e.g., IGMP snooping). Otherwise,

the multicast video transmission will not be successful.

» RTSP: Enables the multicast video stream to be sent in RTSP control, which means the multicast video
stream will be sent only if it receives the client’s request.

» Push: Enables the multicast video stream to be sent in Push control, which means that after this setting
is selected the multicast video stream will be sent continuously even without any client request.

Unicast protocol is used to send a single video stream to one client.

» UDP can be used to produce audio and video streams that are more real-time. However, some packets
may be lost due to network burst traffic, and images may become blurred.

» TCP can be used to prevent packet loss, which results in a more accurate video display. The downside
of using TCP is that the real-time delay is worse than with UDP protocol.

» HTTP can be used to prevent being blocked by a router’s firewall. The downside of using HTTP is that the
real-time delay is worse than with UDP protocol.

Network Interface designates the connection interface for multicast video stream selection. The box lists

the current NIC interfaces. Select which NIC interface will receive multicast streams.

Once the IP camera is connected successfully, Protocol Options will indicate the selected protocol. The selected

protocol will be stored on the user’s PC, and will be used for the next connection.

NOTE

For multicast video stream settings, please refer to System Configuration - Network - Multicast.

Client Setting

| IP Camera

Receiving Stream
Q) Stream 1: H.264 () Stream 2: MJPEG -
Media Option
@ video/audio ' Video Only ) Audio Only
Protocol Option

'Multicast | RTSP + | @ Unicast TCP

Metwork Interface 172181021 =
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System Configuration

A button or text link on the left side of the system configuration window only appears on the administrator’s
main page. For detailed system configuration instructions, refer to Chapter 4, System Configuration.

Video Information

Users can easily monitor the current video performance by looking at the Video Information shown on the
left side of the homepage. The following properties are shown: Video Size, Video Quality (Fixed bit rate or Fixed
video quality), Max. FPS (frames per second), and (current) FPS Status. Users can select the target camera

image to view each camera’s video performance.

Show PTZ Control Panel

The VPort PO6-1MP-M12 supports a maximum 4X digital zoom. The user can control the PAN, TILT, ZOOM on
this PTZ control panel.

@ htp//172.1.. el S
‘@ http://172.19.16.82/ptzpanel.as

'PTZ Camera C or

Tilt Speed
o I
Pan Speed - -

EmmS

Snapshot

Users can take snapshot images for storing, printing, or editing by clicking the Snapshot button. To save the
image, right-click and select the Save option.
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System Configuration

After installing the hardware, the next step is to configure the VPort PO6-1MP-M12’s settings. Users can
configure by web console.

The following topics are covered in this chapter:

O System Configuration by Web Console
» System

Network

Video

Audio

PTZ

DynaStream™

YV V V ¥V V V

Alarm
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System Configuration by Web Console

System configuration can be done remotely with Internet Explorer. To access the server, type the system

configuration URL, http://<IP address of Video Server=/overview.asp, to open the configuration main

page.

There are six configuration categories: System, Network, Video, PTZ, D, and Alarm. A description of each

configuration item is shown in the table below:

Category Item Description and Contents
System General Set Host Name and Date/Time
Accounts Administrator, User, and Demo Account Privileges Management
System Log System Log and operation information
System Parameter System parameter information and Import/Export functions
Firmware Upgrade Remote Firmware Upgrade
Factory Default Reset to Factory Default
Reboot Device will reboot to restart the system
Network General The IP network settings of this VPort
SMTP Server Set up Primary and Secondary SMTP Server and email accounts
FTP Server Set up the Primary and Secondary FTP Server
DDNS Configure Dynamic DNS service
Universal PnP Enable UPnP function
ToS Configure ToS (Type of Service)
Multicast Set up Multicast (IGMP) Streaming
HTTP Event Server Set up the HTTP Event Server to send the event alarm action
Accessible IP Set up a list to control the access permission of clients by IP address
SNMP Configure the SNMP settings
Video Image Settings Configure the attributes of the video image
Image Tuning Configure the attributes of camera
Privacy Mask Configure the Privacy Mask settings
Video Performance Set up Encode Standard (MJPEG or MPEG4), Size (Resolution), FPS,
and Video Quality
Audio Audio Settings Configure the Audio settings
PTZ Digital PTZ Configure the Digital PTZ settings
DynaStream |Basic Set up the video frame rate change once an alarm or event is
triggered
Conditions Set up the event/alarm to trigger Dynastream, and the behavior after
being triggered
Event Alarm |Basic General event alarm settings
Schedule Set up the Alarm schedule
Motion Detection Configure the motion detection alarm
CGI Event Set up the CGI event alarm
Camera Tamper Configure the Camera Tamper event Alarm

This table can also be found on the System Configuration - Overview webpage, as shown below:
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MOXANA VPort P06-1MP-M12-CAM42 WWW.Moxa.com

Model Name : VPort POS-1MP-M12 CAMA2 Server Name.

IP Address : 172.18.16.78 0. Build : 12044713

e System Configuration
4 Main Menu Welcome to the System Configuration pages. A brief description of each configuration group is given below. Click on a plus sign in the left pane to expand a group, and then dick on
2 OverView the name of the page you would like to open.
B System
EHE) Network | Category ‘ ftem Description and Content
FI Video General Setting Host Name and Date/Time
@ Pz Account Administrator, User and Deme Account Privileges Management
¥ DynaStream System Log System Log and operation infermation
BEY Alarm System System Parameter System parameters information and Import/Export function
Firmware Upgrade Remote Firmware Upgrade
b vl S R Factory Default Reset to Factory Default
above with resolution of Reboot Device will reboot for restarting system
1280x1024 General The IP network settings of this VPort
SMTP Server Set up Primary and Secondary SMTP Server and E-mail accounts
FTP Server Set up the Primary and Secondary FTP Server
DDNS Configure DDNS
Natwois Universal PnP Enable UPrP function
Tos Configure ToS(Type of Service)
Multicast Set up Multicast (IGMP) Streaming
HTTP Event Server Set up the HTTP Event Server to send the event alarm action
Accessible [P Set up a list to control the access permission of dients by checking their IP address
SNMP Configure the SNMP settings
Image Settings Configure the information of video image
. Camera Setting Configure the attributes of video image
Privacy Mask Configure the Privacy Mask settings
Video Performance Set up the Encode Standard(MIPEG or H.264), Size (Resalution), FPS and Video Quality
P1Z Digital PTZ Configure the Digital PTZ settings
N Basic Configure the Dynastream settings
Conditions Configure the Dynastream trigger conditions settings
Basic Setting General settings of event alarm
Schedule Set up the Alarm schedule
Alarm Motion Detection _ Configure the Motion Detection Alarm
E‘"::: CGI Event Configure the CGI event Alarm

Camera Tamper _ Configure the Camera Tamper event Alarm

System

General Settings

On the General Settings page, administrators can set up the IP camera Server name and the Date and
Time, which is displayed in the image’s caption.

General Settings

Server name ; VPort 06-1MP IP Camera
Server contact :

Server location :

Date and Time:
") Keep current date and time

) Sync with computer time

PC date: 2012/06/15 |[yyyy/mm/dd]
PC time: 15:31:39 |[hh:mm:ss]

(i Manual
Date: 2000/01/05 [yyyy/mm/dd]
Time: 04:38:14 [hh:mm:ss]

@ Automatic

1st NTP server:
2nd NTP server:
Time zone: GMT -

Update interval: 13 min v

Save

Server name

Setting Description Default

Max. 40 characters Use a different server name for each server to help identify the | VPort PO6-1MP-M12
different servers. The name appears on the web homepage. IP camera

Server Contact

Setting Description Default

Max. 40 characters Edit the responsible operator for this camera server Blank
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Server Location

Setting Description Default
Max. 40 characters Edit the location of this camera server Blank
Date and Time

Setting Description Default

Keep current date and
time

Use the current date and time as the VPort’s time setting.

Sync with computer

Synchronize the VPort’s data and time setting with the local

time computer time.
Manual Manually change the VPort’'s date and time setting.
Automatic Use the NTP server for changing the VPort’s date and time

setting in a given period.

Keep current date
and time

NOTE

Select the Automatic option to force the VPort to synchronize automatically with timeservers over the

Internet. However, synchronization may fail if the assigned NTP server cannot be reached, or the VPort is

connected to a local network. Leaving the NTP server blank will force the VPort to connect to default

timeservers. Enter either the Domain name or IP address format of the timeserver if the DNS server is

available.

There are 2 NTP servers that can be set up as a backup, and the update interval can be configured from a

minimum of 15 minutes to one month.

Don’t forget to set the Time zone for local settings. Refer to Appendix B for your region’s time zone.

Account Privileges

Different account privileges are available for different purposes.

Account Privileges

Admin Password
Admin Password:

Confirm Password:

Mote: Admin's password must be blank or 8 to 15 characters. If leave admin password blani will disable user authentication

User's Privileges

| No.| User Name Password

IALDU:I'\JUJLH#LJI\JA
§’D

Admin password

Setting

Description

Default

Admin Password (max.
14 characters)

The administrator can type the new password in this box.

Confirm Password
(max. 14 characters)

If a new password is typed in the Admin Password box, you
will need to retype the password in the Confirm Password
box before updating the new password.

Default admin has
no password
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NOTE The default account name for administrator is admin; the administrator account nhame cannot be changed.
User’s Privileges
VPort products provide 10 user accounts for accessing the VPort.
Setting Description Default
User Name Type a specific user name for user authentication. None
Password Type a specific password for user authentication.
NOTE The FPS of the video stream will be reduced as more and more users access the same VPort. Currently, the

VPort PO6-1MP-M12 is only allowed to send 10 unicast video streams. For this reason, you should limit the
number of users simultaneously accessing a VPort PO6-1MP-M12 to prevent performance problems.

System Log History

The system log contains useful information, including current system configuration and activity history with
timestamps for tracking. Administrators can save this information in a file (system.log) by clicking the Export
to a File button, or send the file by email by clicking the Send a Report via Email button. In addition, the log
can also be sent to a Log Server for backup. The administrator can set up the Syslog Server 1 and Syslog
server 2 below the system log list.

System Log History

| Index | Time | Type Description

0001 Wed Mov 11 10:35:56 2009 FTP Connectto Server 192.1658.127.9:21 Failed £
0002  Wed Mov 11 10:35:57 2009 FTP Connectto Server 192.168.127.9:21 Failed

0003 Wed Mov 11 10:35:58 2009 FTP Connectto Server 192.168.127.9:21 Failed

0004  Wed Mov 11 10:35:59 2009 FTP Connectto Server 192.168.127.9:21 Failed

0005  Wed Mov 11 10:36:00 2009 FTP Connectto Server 192.168.127.9:21 Failed

0006 Wed Mov 11 10:36:01 2009 FTP Connectto Server 192.168.127.9:21 Failed

0007 Wed Mov 11 10:36:02 2009 FTP Connectto Server 192.168.127.9:21 Failed

0008 Wed Mov 11 10:36:03 2009 FTP Connectto Server 192.168.127.9:21 Failed

0009  Wed Mov 11 10:36:04 2009 FTP Connectto Server 192.1658.127.9:21 Failed

0010  Wed Mov 11 10:36:05 2009 FTP Connectto Server 192 1658.127.9:21 Failed

0011 Wed Mov 11 10:36:06 2009 FTP Connectto Server 192.168.127.9:21 Failed

0012 Wed Mov 11 10:36:07 2009 FTP Connectto Server 192.1658.127.9:21 Failed i

Send a Report via E-mail

[[]send to system log Server
Syslog Server 1
Port Destination 514

Syslog Server 2

Port Destination 514
Send to system log server
Setting Description Default
Send to system log Enables sending the system log to the log sever. Disable
server
Syslog Sever 1 The address of the first system log server. Blank
Port Destination The port number of first system log server. 514
Syslog Sever 2 The address of the second system log server. Blank
Port Destination The port number of second system log server. 514
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NOTE A maximum of 500 lines is displayed in the log. However, the log actually stores up to 1000 entries, which can

be exported by the administrator at any time.

System Parameters

The System Parameters page allows you to view all system parameters, which are listed by category. The
content is the same as the VPort’s sys_config.ini file. Administrators can also save this information in a file

(sys_config.ini) by clicking the Export to a File button, or import a file by clicking the Browse button to search
for a sys_config.ini file and then clicking the Import a System Parameter File button to update the system

configuration quickly.

System Parameters

VPort0s Configuration File
[security]
username0l=admin
username02=
username3=
username0d4=
username05=
usernamel6=
username07=
username08=
usernamel9=
usernamel0=
usernamell=
userpassil=
userpass02=
userpass03=
userpass04=
userpass05=
nsernassnh=

Import a System Parameter File

1Y

NOTE The system parameter import/export functions allow the administrator to backup and restore system
configurations. The Administrator can export this sys_config.ini file (in a special binary format) for backup, and
import the sys_config.ini file to restore the system configurations of VPort IP cameras. System configuration

changes will take effect after the VPort is rebooted.

Firmware Upgrade
Firmware Upgrade

Take the following steps to upgrade the firmware:

Step 1: Press the Browse button to select the firmware file.

NOTE For the VPort PO6-1MP-M12, the firmware file extension should be .rom.

Step 2: Click on the Upgrade button to upload the firmware to the VPort.
Step 3: The system will start to run the firmware upgrade process.

Step 4: Once Firmware Update Success..... Reboot.... is displayed, please wait a few seconds for the
VPort to reboot. The reboot process is finished once the STAT LED is lit continuously in green.

NOTE Upgrading the firmware will not change the original settings.
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Reset to Factory Default

From the “Reset to Factory Default” page, click on OK (as shown in the following figure) to reset the VPort to
its factory default settings.

Reset to Factory Default

Reset to Factory Default will restart the system and
delete all the changes that have been made to the configuration.
Are you sure you want to reset to factory default?

NOTE All parameters will be reset to factory defaults when you use the Factory Default function. For this reason, if
you want to keep a digital copy of the current configuration, remember to export the sys_config.ini file before
using the Factory Default function.

Reboot

From the “Device Reboot” page, click OK (as shown in the following figure) to restart the VPort’'s system.
Device Reboot

This device will reboot for restarting system.
Are you sure you want to reboot?

Network

General Network Settings

The General Network Settings page includes some basic but important network configurations that enable
the VPort to be connected to a TCP/IP network.

General Network Settings

Access Method

@ DHCP

Z)DHCP + Auto configure

"l Use fixed IP address
General Settings

IP address

Subnet mask

Gateway

Primary DNS

Secondary DNS
HTTP

HTTP port 20
RTSP Streaming

RTSP port 554

Save

Access Method

VPort products support the DHCP protocol, which means that the VPort can get its IP address from a DHCP
server automatically when it is connected to a TCP/IP network. The Administrator should determine if it is more
appropriate to use DHCP, or assign a fixed IP.
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Setting Description Default

DHCP Get the IP address automatically from the DHCP server. DHCP

DHCP + Auto configure | Get the IP address automatically from the DHCP server, and

download the configurations from the TFTP server with Opt
66/67 mechanism.

Use fixed IP address Use the IP address assigned by the administrator.

NOTE We strongly recommend that the administrator assign a fixed IP address to the VPort, since all of the functions
and applications provided by the VPort are active when the VPort is connected to the network. Use DHCP to
determine if the VPort’s IP address may change when then network environment changes, or the IP address is
occupied by other clients.

Auto Configuration

Since configuring a large number of devices one by one can be extremely time-consuming, DHCP Opt 66/67
provides a mechanism whereby configurations can be saved on a TFTP server. Once a new device is installed,
the configurations can be downloaded to this new device automatically. By doing this, the installer can save a
lot of time and effort in mass device installation. Follow the steps below to use the auto-configuration function
via Opt 66/67.

Step 1:
When VPort PO6-1MP-M12 enables the auto-configuration function, it will ask for the IP address from the DHCP
server, and the path of the TFTP server and configuration file.

. Set Device IP .
3 (1) DHCP request
(2) DHCP response with

Option 66/67 '
(FTP server/Configure file name) (*

(0) Power on with default IP address

. (1P config: DHCP)
Step 2:

Once the VPort PO6-1MP-M12 completes the IP settings, it will acquire the configuration file from the TFTP
server, and check if this configuration file is correct or not.

(2)Config. File Transfe

(3)Checksum compare &
. Update configuration
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For the auto-configuration function to work, the system should:
1. Have a DHCP Server that supports DHCP Opt 66/67 in the network switches and routers.

2. Have a TFTP server that supports the TFTP protocol

General Settings

Setting

Description

Default

IP address

Variable IP assigned automatically by the DHCP server, or fixed
IP assigned by the Administrator.

192.168.127.100

Subnet mask

Variable subnet mask assigned automatically by the DHCP
server, or a fixed subnet mask assigned by the Administrator.

255.255.255.0

Gateway Assigned automatically by the DHCP server, or assigned by the | Blank
Administrator.
Primary DNS Enter the IP address of the DNS Server used by your network. | Obtained

After entering the DNS Server’s IP address, you can input the

VPort’s url (e.g., www.VPort.company.com) in your browser’s

automatically from
the DHCP server, or

address field, instead of entering the IP address. left blank in
non-DHCP
environments.
Secondary DNS Enter the IP address of the DNS Server used by your network. | Obtained

The VPort will try to locate the secondary DNS Server if the
primary DNS Server fails to connect.

automatically from
the DHCP server, or
left blank in
non-DHCP
environments.

HTTP

Setting Description Default
HTTP Port (80, or 1024 | HTTP port enables connecting the VPort to the web. 80

to 65535)

HTTPS port (80, or HTTPS port number for communication encryption (do not set | 443

1024 to 65535) the same port number as the HTTP port)

HTTP mode Select the HTTP transmission mode: HTTP Only or HTTP + HTTP Only

HTTPS

RTSP Streaming

The VPort PO6-1MP-M12 supports standard RTSP (Real Time Streaming Protocol) streaming, which means that

all devices and software that support RTSP can directly acquire and view the video images sent from the VPort

PO6-1MP-M12 without any proprietary codec or SDK installations. This makes network system integration

much more convenient. For different connection types, the access name is different. For UDP and TCP streams,

the access name is udpStream. For HTTP streams, the access name is moxa-cgiZudpstream_ch<channel

number>. For multicast streams, the access name is multicastStream_ch<channel number>. You can

access the media through the following URL: rtsp://<IP address>:<RTSP port>/<Access name=> for

software that supports RTSP.

Setting

Description

Default

RTSP Port

An RTSP port is similar to an HTTP port, which can enable the
connection of video/audio streams by RTSP.

554
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The VLC media player is used here to illustrate an RTSP streaming application:

Step 1: Open VLC Player and select Media - Open network streaming

VLC media playe

Playback Audio Video Tools View Help

¥] OpenfFil. ctl+0
Advanced Open Fie. Ctl+Shift+0
[ Open Folder. CulF

Open Location from clipboard  Ctri+V.
Recent Media

Save Playlist to File. 8%

Convert / Save. [
() Streaming Cules

% Quit Q.

Step 2: When the following pop-up window appears, type the URL in the input box. E.g., type
rtsp://<VPort PO6-1MP-M12’s IP address>[:<RTSP Port]/udpstream_ch1l_stream< 1 or
2>
rtsp://<VPort PO6-1MP-M12’s IP address>[:<RTSP Port]/multicaststream__
chl_stream<1 or 2>

RTSP Port: 554 is the default, and then click on OK to connect to the VPort PO6-1MP-M12.

£ Open Media 0 e
(Rl | (o)Disc = % Network | [ESf Capture Device
Network Protocol

Please enter a network URL:
rtsp:#/192.168.127 100mubicaststream,_chl

[_| 3how gore options

Pay v Cancel
e

| i 7\

Step 3: Wait a few seconds for VLC Player to establish the connection.
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Step 4: After the connection has been established, the VPort PO6-1MP-M12’s video will appear in the VLC
Player display window.

= risp://192.168.127.100/multicaststream_ch1 - VLC media player 0068
Mdia) Playback Audio Video Tools View Help

2020000

) W@ BE® @ G ]

[repi/192.168.127. il ] 100 | orasee

NOTE The video performance of the VPort PO6-1MP-M12 may vary when using other media players. For example, you
will notice a greater delay when viewing the VPort PO6-1MP-M12’s video from the VLC player compared to
viewing it directly from the VPort PO6-1MP-M12’s built-in web server. In addition, viewing the VPort
PO6-1MP-M12’s video from the VLC player through a router or Internet gateway could result in a broken

connection.

NOTE For the time being, the VPort PO6-1MP-M12’s RTSP video/audio stream can be identified and viewed by Apple
QuickTime Ver. 6.5 and above, and the VLC media player. System integrators can use these 2 media players
to view the VPort P06-1MP-M12’s video directly, without needing to use the VPort’'s SDK to create customized
software.

NOTE When using RTSP, the video stream format should be H.264 or MPEG4. MJPEG does not support RTSP.
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SMTP Server and Email Account Settings

The VPort not only plays the role of a server, but can also connect to outside servers to send alarm messages

and snapshots. If the administrator has set up some applications in either system information or alarm, the

VPort will send out messages or snapshots once these conditions occur.

SMTP Server and Email Account Settings